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f MEMOHANDUM FOR THis RECUKD: 


B8UBJ RCT: | Heiuz FELFE Desu,c Asaesarecit , 
dol - 


lL. Definition: The FELFKR danma_e assesauent is a documente: record 
of CI/CR and otiier intelliverce iufornation peased vy American Intelli- 
gence Services to the West G:rman Intellivence Service (BND) from mid- 
August 1953 uutil 6 November 1961, @ period during which the BAD Head- 
Quartere wus penetrated by a KGB agent, Heine FELFE. YFULPE wee « senior 
BND CI officer responsivle for tie conduct of CR operations eyainet tlie 
GBoviets. He had accese to BND filea, iocluding American Intelligence | 
information, particularly trat related to tie Soviet Intelligence ser- 
vicee. Accordinuly, the FR'FE damage assesement fe an itemized record 
pt the ALS toformation available to thie KOB agent. The assumption is 
that PRLFE reported this iuformation to the Soviets in fulfillment of 
hie miseion as a penetration ayent until bie arrest. | 
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2. FELPE Access: FKLFE met re,ulerly with sembers of the CIA 
° liaison. eteff accredited to BND Headquartere and with selected CIA 
+ case officere at other bases in Germany. Thue, in addition to vritten 
(the YM-yellow memorandums used for official correspondence from CIA 
to the BND in Munich) and documentary inforwation eent his by the CIA 
liaison etarf, FELFE was aleo tne direct recipient of AIS iaforwation 
orally trom his CIA colleagues. He aleo ima unrestricted ecceas to 
the BND central card index in wilich AIS name trace date, sent or 
requested from the BND, was and te recorded es euch. MPinally, it fe 
knovn that FPRLYB eluded compartmentation within the BND and wee skill- 
° ful in eliciting information from bte fellow colleagues regardiay their 
- knowledge of AIS tatereset in MND activities and targete outelde hie 
; own field of specialty, e.g. operatione against the Gatellite services. 


3. Document Basie and Product: F.ctse on the damages presumably 
{neurred by the heerisan Yoteliigence services as @ reeult of thie mus 
penetration vere assembled pridarily froe the records of the CIA lialeca 

_ Staff accredited to BND Headquarters. This iacluded the comprehensive 
review of the “yellow aeworanda” and CIA official alepetches, costést 
reports, memos for the record, etc. which reseréed also orel exchanges 
with FRLYB. The FELFE damege ascoecewont ie the product of that review 
which encoapasged the body of vrittan evidence froe Pebruary 1953 te 
6 Moveaber 1961. Prowe these records an cetiaste of the asture and 
Gignificeace of coaproaise of eect item or person vas cude. 
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4. Porsonalities having come to FELFS's attention 
must be assumed to have been compromised in varying de- 
grees. Those have been grouped as follows: 


I. Subject compromised to RIS by FELFE 


1I. Subfect probably compromised to RIS by FELFE 
who learned of CIA interest in Subject orally 
from a CIA Case Officer, 


pibject probably compromiged to RIS by FELFE 
who learned of AIS interest in Subject from 


IV. Subject possibly compromised to RIS by FELFE 
who had access to AIS information passed in. 
a writtén memorandum by CIA to the BND (West ¢ 
German Intelligence Service) 


Names Traces shou c aware. tha compromised" in the ; 


context of this paper means that the person involved may 
have been brought to the attention of RIS as "being con- 
nected with or being subject of interest to US or Wastern 
Services" (to the degree and in the manner indicated by 
Roman Numeral category above). Thig paper can give no 
indicatian how such*information may have been used hy RIS, 


9. The date appearing on RID Index. cards under 
remarks is the earliost date on which FELFE to the best 
of our knowlodye came into porxsessioun of the tnformation 
and/or may have compromised the infongation, 

cam, Ve 

6. i further details are nwaded additional infor- 

mation may be obtained from EE/G/Liaieon, , 
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Extra copies FELFE Damage Assessment destroyed, 
Retain transmittal memos in Copy # 1. 
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43 Way 1969 


MEMORANDUM FOR: Director of Central Intelligence 
VIA: Acting Deputy Director (Plana) 
SUBJECT : Heins FELYE Damage Auseosanent 


1. This memorandum is for the information of the 
DEI and requires no action. | 


2. During the triefing in Fraakfurt by the Chief, 
Manteh Lisison Base Feference was made to cur Raeeng- 
ment of aon 7 age ago Fis A Feault of the aa 7 
Penetration mG EaH. Attached is a copy of the 
Summary of the Dewage Ansesenent (Tab A) prepared by 
the Rast Burepe Division on the FELSE GAS® and a 

'y of the Damage Ansesement itself {Tab B). 


Is] David E. Murphy 


fab A - ty of Damage Assesunent 


DHGL, w/o atts 
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8 March 1063 
MEMORANDUM FOR: Chief, EE/Germany 
ATTENTION | E®/Germany/Liaison Desk 
SUBJECT : Heing FELFE Damage Assessment 
REFERENCE : Memo to C/SR from C/ER, dated § Feb 63 


Many thanks for sending us a copy of the Heinz FELFE damage 
report. Officers from 8R/3 and SR/CI have read it. The only 
questions that have arisen concern the AECYMAR complex. While 
it seems that the work against the East German interpreters was 
well protected against UPHILL, UPHILL did have an interest in 
CK J and & 3 (throug © _j‘, and FELFE 
could have warned the KGB about these persons if he knew of the 
UPHILL interest. We would appreciate seeing the detailed assessment 
of the machine program record. 


| 2 
| Chief of Operations and Plans 
SR Division 


| an /DCOP: HY: hh 


| «Distribution 


| ‘Orig. &1- C/EE/G 
| 1 - SR/COP 
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MEMORANDUM FOR: Chief, SR Division 


SUBJECT: Heinz FELFE Damage Assessment 


1. Attached for your information are controlled 
numbered copies three (3) and four (4) of the Heinz FELFE 
Damage Assessment prepared by EE Division. 


2. These copies are for your personal use and 
such dissemination within your division as you deem 
necessary and consistent with the assessment's sen- 
sitivity. 


3. EE welcomes any comments or additions you 
or your staff care to make on this basic document. They 
should be forwarded through Chief, EE/Germany to the 
attention of the Liaison Desk. 


t t 7] 
° _ . _ 
David E. Murphy 
Chief 


Eastern Europe Div4ésion 


Attechment: Damage Assessment 
Copies three (3) and four (4) 
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Copies of this assessment 
have been forwarded to Chief, SR 
and Chief, CI Staff. 
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7 FEB 1963 


MEMORANDUM FOR: Deputy Director (Plans) 


VIA: Assistant Deputy Director (Plans (# 


{ 


SUBJECT: Heinz FELFE Damage Assessment 


1, This memorandum is for your information and requires no 
action. It represents a synopsis of the detailed damage assessment 
attached covering the actiyity of Heinz FELFE, a KGB penetration of 
the West German Intelligence Service (BND) from 1951 to 1961. 


2. From June 1959 until his arrest on 6 November 1961 Heinz 
FELFE was the most knowledgeable of all BND officials on CIA opera- 
tions against the Soyiet targets in East and West Germany. With already 
some 8 years of experience as a KGB penetration of the BND, consider-~ 
ably more as a counter~intelligence officer, and a high degree of natiye 
intelligence and cunning, the KGB could only have evaluated his agent 
performance from that date as of the highest calibre. From the time of 
his entry on duty with the BND in Neyember 1951, FELFE began to build 
with KGB assistance a reputation within the German Service as a Soviet 
operations expert. This reputation grew as he rose in BND ranks until 
he was able to so deeply ingratiate himself with the BND that he attained 
a position whereby he could initiate, direct, or halt any BND operations 
and later some of CIA's to the ultimate advantage of the Soviets. 


3. Asa result, the degree of compromise of operations, personnel 
and facilities in Germany has been very heayy. The details of more than 
65 CIA REDCAP and LCIMPROVE operations and a few of the REDSKIN 
type are known to the opposition as is much of their related M/Q. The 
extent and depth of our liaison relationships with West German intelligence 
and police organs is known to the Soviets. FELFE has provided the KGB 
with information which makes both CIA and the BND vulnerable to intensive 
CA attacks from the East. Over 100 CIA staffers were exposed in either 
true name or alias. The damage is not confined to the approximately 
15,000 recorded individual items of known or possible compromise, but 
includes the more difficult to document loss occasioned by FELFE's man- 
ipulation of certain operations on behalf of the KGB in either the planning 
stage or during actual execution. His influence on some members of the 
BND was of such degree as to permit him at times to dictate liaison policy 
vis~a-vis the Americans with respect to Soviet operations. 
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4, FELFE became so intimately concerned with CIA/BND operations 
against the Soviet installations and personnel in Bonn, Cologne, and 
Karlshorst that he was able to keep the Soviets sufficiently current on 
CIA strengths and weaknesses to allow the KGB wide latitude in countering 
most of our efforts, Frankfurt Operations Base formalized its joint 
operations with the BND in June 1959 for the primary purpose of obtaining 
BND support for audio-surveillance operations in the Federal Republic. 
Success should have been realized in a fair number of the many audio 
ventures, however, FELFE's timely reporting to the KGB and occasional 
blocking of planned action resulted either in their complete failure or a 
worthless product. Berlin Base entered into joint Karlshorst operations 
with the BND in July 1959 under a system which would have provided BOB 
with reasonable control oyer BND activity and maximum security for the 
Base's own assets. Again FELFE was able to provide the KGB with such 
extensiye data on CIA Karlshorst targets, intentions, and M/O that in time 
the Base suffered virtual neutralization of its efforts in Karlshorst. 


5. CIA's losses were not confined to the period after June 1959 
although they did reach their peak from that date until Spring 1961 when 
the FELFE investigation became intense. For several years prior to the 
inception of the joint operations for which FELFE was the responsible BND 
officer, he had received periodic briefings and CIA reports on the Soviet 
Intelligence Services and their activities in East and West Germany. He 
had been privy to several.operations on a case by case basis, FELFE had 
also been the guest of CIA at Headquarters for a week's briefings and a tour 
of the United States in September 1956. It does appear, however, that the 
earlier stages of his hostile career were devoted primarily to the collection 
of data on the BND and other West German governmental agencies with 
which he was in liaison. 


6. Damage to the BND caused by FELFE's betrayals is of the broad-~ 
est scope because of his deep insight into BND operations, policy, and 
administrative procedures. Here he was assisted by his fellow KGB agent 
and BND colleague, Hans CLEMENS. Although he has failed to admit much 
of what both CIA and the BND believe he compromised, what is known 
indicates that all major BND CE operations were compromised. To this 
must be added the compromise of all key BND headquarters personnel as 


well as a relatively high number of field officers, 


7, FELFE easily crossed BND compartmentation lines using the 
weapon of elicitation with skill to obtain information not exclusive to the 
Soviet sphere. Mumich Liaison Base received an "off the record" report 
from a responsible BND officer that the BND front office is convinced the 
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majority of the Service's tactical sources in East Germany were compro- 
miged and under hostile control as a result of FELFE's activities. BND 
officers were warned that these East Zone sources may possibly be used 
as channels for Eastern deception operations. MLB was also informed 
unofficially that a number of BND agents reporting with high speed trans- 
mitters had been lost in recent months and other determined beyond 
reasonable doubt to be under hostile control. 


8. Although admittedly intangible, the psychological damage within 
the BND created by the arrest of a co-worker is significant. It may be- 
come difficult to restore espitrt de corps at all levels, FELFE's treachery 
likewise, and possibly more significant, created a confirmed distrust on 
the part of outsiders both within the German goyernment and foreign ser-~ 
vices which presumably will manifest itself in official transactions, 

! 

9. As one of the senior and most actiye BND liaison officers in 
contact with almost all West German Internal Security and Police services 
and several Federal Republic ministries and departments, the KGB in 
effect also gained through FELFE a yalued penetration of these groups 
inflicting considerable damage on most of them, The American military 
intelligence services also suffered losses particularly in the revelation of 
operational interest in individuals traced with the BND and brought to 
FELFE's direct attention. 


10. The assessment makes no attempt to gloss over the extensive 
damage done to CIA and the BND by FELFE. Continued investigation of 
leads to pos sible additional penetrations and follow-up on all aspects of the 
damage report now occupies most of the time of our Liaison Staff in Munich, 


ll. Despite this evidence of serious compromise, we cannot with-~ 
draw from liaison with the BND. It remains the Foreign Intelligence 
Service of the Federal Republic of Germany and as such provides us with 
a valuable channel to the German Goyernment and a means for monitoring 
the attitudes, concepts and plans of that Goyernment, particularly with | 
respect to foreign and security policies. We intend to shape our liaison in 
the future with this in mind while conducting ourselves in a way which will 
avoid the depth of operational involyement and personnel compromise which 
characterized much of the past relationship. 


David E. Murphy 
Chief | 
Eastern Europe Division 
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Attachments : 


TAB A CIA Operations Whose Compromise Can Be 
Attributed to FELFE 


Tab B Exposure during FELFE's 1956 Visit to CIA 
| Headquarters 


TAB C CIA Staff Members Compromised through FELFE 
TAB D TSD Damage Statement 
TAB E Damage Assessments received from the Field 


TAB F BND Report to the Bundesgerichtshof of FELFE ‘s 
: Compromise of INDEX operations. (INDEX was 

| 7 BND crypt for operations against Soviet legal 
targets in the Bonn/Cologne area.) 
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PREFACE 


i. This paper is intended to present in narrative form an 
assessment of the damage suffered by CIA and the West German . 
Intelligence Service (BND) as a result of the most effective KGB 
penetration of the latter service in the person of Heinz FELFE. 
While the major portion of this review is devoted to CIA losses 
we do not wish to imply that the damage to the BND was of a less- 
er degree. More weighty consideration has been given to CIA's 
damage because of the Agency's immediate concern in ascertaining 
its own losses and their significance as well as the fact we lack 
complete details on the BND's losses and were often forced to 
generalize our comments in this regard. 


2. FELFE was Chief of the BND Soviet CE Operations Branch 
until his arrest on 6 November 1961. He had been employed by 
the BND from November 1951, and he was stationed at the BND Head- 
quarters since 1953. While the paper is almost exclusively de- 
voted to consideration of the damage caused by FELFE, the read- 
ers are reminded that FELFE's work for the KGB was substantially 
aided, particularly in the early days of his hostile career by 
his cohort, fellow BND employee and KGB agent Hans CLEMENS . On 


the whole CLEMENS’: revelations to the opposition were more damag- 
ing to the BND than to CIA since he was not closely involved to 


any joint CIA/BND operations nor did he enjoy FELFE's higher sta- 
tus within the BND. 


3. <A more detailed and itemized damage assessment will re- 
sult with the publication of the machine program record designed 
specifically for this case. Approximately 15,000 entries cover- 
ing name traces, CIA staffers, studies, equipment, M/O, and other 
operational paper compiled from CIA records covering liaison with 
the BND since 1953 have been placed into the system. Selected 
tabulations will be available in clear-text print-out to all Agen- 
cy components and certain American services having the need for 
such information. The names of individuals, excluding staffers, 
involved will automatically be melded into the RI Index system. 
This machine record will also show the degree to which the com-= 
promise has been judged by the analysts. In many instances we 
have been unable to definitely ascertain whether FELFE passed 
the information tothe KGB or even whether he secured access to 
data not directly prescribed for his information but at the same 
time available to his service. With respect to the name tracing 
done with the BND, the analysts often faced some difficulty in 
making compromise judgements, particularly in light of the known 
fact that FELFE often traced the BND registry on the KGB's behalf, 
and it is now impossible to reconstruct just who and how many he 
did trace through that registry for them. By necessity the final 


decisions on 
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decisions on certain CIA operations will have to be made by the 
resp&nsible desk and field case officers in direct relationship 
to operational patterns and events discerned in their respective 
cases either prior to or since FELFE's arrest. 
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INTRODUCTION 


il. Operational Details: Heinz FELFE was recruited for the 
KGB by Hans CLEMENS in 1950 or 1951, according to their statements. 
The possibility exists that he might have been recruited by the | 
Soviets even prior to that time, however, there is no proof of this 
only conjecture based on some knowledge of Soviet M/O and opinion 
such as that ot [ _| We can first date their activity for the 

-KGB from the. time of DERYABIN's defection in 1954 when he reported 

_* the Soviets had two important agents in the. West German service, 

. "Peter" and "Paul". FELFE stated these were their first code names 
with the opposition. From the information available it would appear 
that this operation was being run by the lst Chief Directorate of 
the KGB, German. Section and was personally supervised by the de- 
ceased General Aleksandr Mikhailovich KOROTKOV who met. FELFE ‘on two 
occasions posing as the Director. FELFE and CLEMENS were handled 
by the same case officer for almost 10 years, an unbelievably young 
Soviet if their physical descriptions of the case officer are to 
be accepted. We have been unable to identify this case officer, 
referred to by both as ALFRED. The operation was resplendent 
with almost all known clandestine communications methods with the 
exception of W/T and the use of a legal or illegal resident in the 
West, this latter form of commo they were approaching at the time 
of their arrests. The volume of material passed to the KGB via 
FELFE and CLEMENS was extensive, comprehensive, and flowed in an 
ever-increasing and uninterrupted stream until the arrest. 


2. Interrogations: Both FELFE and CLEMENS, the latter more 
cooperative, were interrogated by the Security Group from the time 
of their arrest until early April 1962. FELFE was interrogated 
under less than ideal conditions by CIA from mid-April until early 
May 1962. FELFE, as of this writing, is still undergoing question- 
ing by a representative of the Bundesgerichtshof. There is no 
record of his having been subjected fo a hostile interrogation, 
nor has the BND assumed control of the interrogation to date. His 
trial is not expected before circa March 1963, CIA having received 
no full explanation for its seemingly long delay. While in prison 
he attempted on one known occasion to have papers he had written, 
smuggled out, and is probably receiving open code communications 
from the KGB through the device of almost weekly 10 page letters 
from his mother in. Dresden. 


3.  FELFE’s Access: By virtue of his position as Chief of 
the Soviet CE operations. Branch and the fact that he was accepted 
within the BNd as an operations expert, Heinz FELFE gained across 
the board access to the BND Soviet operational field. and detailed 
knowledge of all joint CIA/BND, REDCAP and CI/CE operations includ- 
ing their product. Applying his elicitation skill (the BND des- 
cribed him as “shamelessly curious"), despite BND compartmentation 


rules, he 
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rules, he was also able to secure information at times not 
solely related to the Soviet sphere, and was also called in 
by other BND branches and division for advice or assigned 
special projects even by General Gehlen. 


. 4. Extent and Scope: The full extent of his betrayal 
is unknown, and, consequently, speculation must be held in 
check. FRELFE has failed to admit much of what CIA and the 
BND believe he did reveal::to the KGB. This also applies to 
the overall scope of his activities on the KGB's behalf as 
he has consistently sought to minimize his agent role. It 
is perhaps a not too exaggerated statement that FELFE often 
duped his BND colleagues and some of his liaison partners 
sufficiently to advancé his own, and, therefore, the KGB's 
ends. As he rose within the BND ranks, the KGB in effect 
gained a valued penetration not only of that service. but 
‘also 6f almost all West German Internal Security/Police 

~ organizations, certain Federal Republic ministries and de~ 
partments, and of major concern to us, of CIA activity in 
East and West Germany directed against the. Soviet target. 
We would be in error to ignore the fact that through eledci- 
tation, manipulation, and recognized high degree of native 
intelligence and cunning, FELFE became over the years one 
of the most knowledgable BND officials with respect to CIA 
and other Allied operational activities in both Germanies. 
In short, FELFE was a man fully able to serve two masters 
- the KGB and the BND - well. 


DAMAGE TO CIA 
I. CIA SOVIET OPERATIONS 


5. In assessing the damage caused by FELFE to CIA 
Soviet Operations, most bases felt that the operational 
approaches used against the'Soviet targets in Germany 
were classical and not peculiar to CIA. The fact, how- 
ever, that such approaches and techniques were used coup- 
led with the obvious circumstance that FELFE was often 
able to inform the KGB in depth precisely where, how, and 
by whom they were being attacked negated a major portion 
of CIA activity against the Soviets since mind-1959 if not 
somewhat prior. This date seems appropriate for general 
damage assessment in this field because a) June 1959 saw 
the formalization of Frankfurt Operations Base and BND 
cooperation against official Soviet installations in the 


Federal Republic, 
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Federal Republic, and b) joint activity against the Karis- 
horst Compound in East Berlin involving Berlin Operations 
Base and the BND was formally proposdd in July 1959 and 
accepted shortly thereafter. FELFE was the responsible 

BND officer for both activities. From this point in time 

CIA undoubtedly became FELFE's major Cl target. Prior to 
this he had been appraised of certain CIA Soviet CT activi- 
ties on either an individual case basis, through lectures 

and background papers given.the BND, and through Hans CLEMENS 


—. covered the Bonn/Cologne targets for the BND.until early 
1958. 


6. It is not inconceivable that agitation and mani- 
pulation on his part had much to do with the ultimate for- 
malization of joint operations against the Soviet targets. 
It assuredly caused much of the Agy@cy's release of infor- 
mation and revelation of certain agent assets and M/O to 
the BND, more often than not directly to FELFE. With his 
intimate knowledge FELFE was able to provide the Soviets 
with a fairly accurate picture of CIA's committment in 
man—power and material against the Soviet targets and keep the 
KGB abreast of both our strengths and weaknesses. The 
picture he could present to the KGB included: 


A. Knowldege of special and sizable operational 
sections at BOB directed against the Karlshorst Com- 
pound and other Soviet targets in East Berlin and at 
FOB against the official Soviet installations in the 
Federal Republic. 


b. Operational support elements, tools, and mat- 
erial at the Agency’s disposal and which we were 
willing to pass to the BND, 


1. Extensive REDCAP and LCIMPROVE file mater- 
jal including defector and FJNOCTURNM reports 


2. Technical facilities and technicians avail- 
able in the field (S/W, audio, documentations, etc.) 


3. Extensive real estate, communications chan- 
nels, operational phone numbers, courier assets 


4. Bakkground studies and papers prepared by 
SR and other divisions. 


c. Revelation of 
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c. Revelation of agent assets, If the identity 
was not given, often the position or accéss was in-~ 
dicated to FELFE. 


d. Positive intelligence reporting on Soviet 
intentions and analytical reports on Soviet target 
installations and personalities. BOB alone passed 
the BND and FELFE directly 76 intelligence and 
status reports on Karlshorst and Soviet intentions in 
Berlin from 1958-1961 and several Karishorst Install- 
ation studies. Numerous identifications and bio 
data were passed by FOB for inclusion in the BND 
Handbook on Soviet officials in the Federal Republic. 


e. The extent CIA would aid and abet the 
German liaison services in activities against the 
Soviets, and the Agency's willingness to frequently 
engage in joint operations in Germany. 


f. The extent the Agency would go in order to 
induce defection of RIS officers as reflected in the 
offer of $50,000 plus $1,000 a month in place to the 
RU officer in the CARECOVER case and the contemplated 
use of DERYABIN in an approach to Vasiliy Romanovich 
SITNIKOV in Bonn. Both of these operational plans 
were known in considerable detail to FELFE. 


II. SPECIFIC OPERATIONAL BASE LOSSES 
A. Frankfurt Operations Base 


7. Almost all FOB REDCAP activity prior to December 
1960 is believed revealed to the KGB via FELFE in some de- 
gree. The extent of FELFE's knowledge of the BND'‘s opera- 
tions against the Soviet Embassy and Trade Delegations in 
West Germany (referred to as INDEX by the BND) were summar- 
ized for the Oberbundesanwalt's office in Karlsruhe for use 
in FELFE's prosecution. Pertinent portions. are quoted here 
since they apply to all the information we gave or shared 
with the BND in this field of endeavor. The entire docu- 
ment is attached to this paper as TAB F. 


"FELFE took 
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“FELFE took over INDEX in February 1959. Although 
not a member prhor to this, he was, however, able 
to get information from Hans CLEMENS. With the 
facts provided by CLEMENS the KGB possessed broad 
enough knowledge to levy well-conceived questions 
on FELFE and therefore, had, through FELFE, the 
possibility for determining the reasoning behind 
and the background of the individual missions 
assigned to CLEMENS by the Munich INDEX staff to 
include ultimate objectives toward which (CLEMENS) 
was being directed ~- things which CLEMENS could 
not report to the KGB...(After FELFE took over) 

he had access to all previously obtained (since 
1956) and concurrently developed items of infor- 
mation...to include collatoral info from German 
and friendly services. 


8. What is also important and what appears as a pattern 
in the study of many of the unsuccessful FOB/BND operations 
in West Germany is the fact, again quoted from the above cited 
BND paper, that "FELFE had extensive latitude in deciding what 
projects to pursue and those to drop." File research indicates 
that FELFE was as successful in killing some operations by mere-— 


ly dragging his feet long enough or atthe. last minute cancel- 
ling the planned action as he was in allowing it to continue 

and then informing the Soviets to permit them to take defen- 

Sive or neutralizing action. : 


9. Audio Operations: Not one of the many audio surveil- 
lance operations planned and executed in the Bonn/Cologne area 
by the Frankfurt Base and the BND ever produced. They either 
aborted immediately after installation or the take was value- 
less because of Soviet Counter-measures. The cause of their 
failure can .be placed on FELFE in almost each and every case. 
Innumerable hours of technicians’ time were wasted either 
making the original installations or repairing what was erron- 
eously believed to have been faulty equipment. FELFE has 
admitted informing the KGB of the telephone taps on the Soviet 
Embassy in Bonn and the Trade Delegation in Cologne. While he 
did not admit informing the Soviets that CIA shared the take, 
he probably told them this also. It may also be signi icant 
that FOB was only receiving the processed material fro the 
Embassy tap by mid-1960, a product which was untimely and of 
little value. The “problems of liaison and German government 
policy" which prevented our receipt of the raw traffic after 
that date may have been generated by FELFE. 


10. He represented 
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10. He represented the BND in the audio surveillance 
operation against the Red Chinese News Agency in the Bonn 
area, an operation complicated by the fact that the ‘British 
Dutch, BND, and CIA were all participating. The initial 
take in this operation was of little or no value, and ano- 
ther attempt was cancelled because of the then clear impli-~ 
cations in the FELFE investigation as it progressed during 
the summer of 1961. Among the last Soviet EEIs issued to 
FELFE before his arrest was a request for information on 
PIAZZA, the BND crypt for the operation against the Red 
Chinese News Agency. FELFE claims not to have informed 
the KGB of the audio operation aspect, but we find it 
somewhat incredulous that he confined his remarks to the 
passage of "one single report produced in this case which 
contained nothing but the registration dates of Red Chinese 
living in Bad Godesberg". 


.. 11. FOB‘ts Liaison and Coordination Roles: FELFE had 
a clear picture of the scope and degree of FOB's liaison 
with the B£V in connection with the effort against the 
Soviet targets in West Germany. If he did not learn of 
each specific instance of CIA/BfV cooperation fram us 3. 
through routine or special exchange, he secured the info 
from briefings by his BfV counterpart, J 
who had great trust in FELFE. Five or six FOB case offi- 
cers, all in operationalalisas with the exception of one 
who was known to FELFE from the officer's previous duty 
a: MLB, were known to FELFE and presumed reported to the 
oviets. 


12. He was fully informed as to FOB's vole as the 
chief coordinator in the RU CARECOVER operation which 
involved many of the West German agencies and some 
American services until its ultimate roll-up. This in- 
cluded the CIA attempt to defect the RU case officer. 
FELFE acknowledged keeping the. KGB suffciently informed 
on this operation so that with no difficulty they were 
able to monitor and neutralize the defection attempt. 


B. Berlin Operations Base 
13. Prior to the mid-1959 agreement between BOB and 
the BND for joint activity against the Karlshorst Com- 
pound, FELFE and other BND members had received periodic 
reporting on the status of the Compound, the RIS and its 
operations out of the Karlshorst centers, and other reports 
on the Soviets resident in East Berlin and their activites. 


BOB's offer 
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BOB’s offer to support the BND in its operations into Karls- 
horst was intended to providethe Base with day to day moni- 
toring of the BND plans and actions and to prevent fIaps 
within an extremely confined area which would endanger the 
security of the Agenty's operations. In July 1959 FELFE 
received a rather detailed briefing on Berlin Base targets 
in Karlshorst and the methods of operation employed to 
obtain our objectives. It had become increasingly diffi- 
cult to run operations into theCompound because of increased 
security measures on the part of the Soviets and the MfS, 
but after July 1959 it is possible to trace a rather defi- 
nite pattern of opposition measures which eventually resul- 
ted in almost virtual neutralization of BOB’s Karlshorst 
efforts. There can be no question but what FELFE is large- 
ly responsible for this situation. 


14. Karlshorst Operations Losses: Many of BOB's losses 
were not occasioned by the direct FERFE to KGB channel. They 
resulted when FELFE notified the KGB of a CIA agent's iden- 
tity or position after hisor her surfacing to the BND, and 
the agent in turn came under hostile, KGB or MfS, control. 
The inevitable chain reaction then began which explains the 
larger number of support facilities, case officers, and 
other materials now considered compromised in one degree or 
another. BOB is fully aware of its losses and has taken, 
where possible, corrective action. 


15. Seven BOB agents were either identified in true 
name as agents, tipped as to our operational interest, or 
their position described to FELFE. Two others. probably 
were. Several of these have either since their exposure 
to FELFE been arrested or brought under hostile control. 

A vast number of trace replies and analysis based on BOB 
file holdings were passed to the BND all came to FELFE's 
attention. They were furnished in support of BND opera- 
tions or the BND's need for solid background material for 
future ops planning and research. FELFE knew the size of 
Berlin's Karlshorst staff. Six Base case officers and 

the then Chief of Base met FELFE, all under operational 
alias. Of these three dealt with him only on one or two 
occasions. One true name of a Office of Security officer 
was exposed to FELFE with the slight possibility a second 
officer's name was also exposed. Eight other BOB officers, 
again all in ops alias, came to the attention of the oppo- 
sition through controlled agents believed attributable to 
FELFE. Operational support tools such as safehouse, acco- 
modation addresses, phone numbers, license plates, and 
communications systems were also lost. 


16. BOB Support to Alias BORG: 
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16. BOB Support to Alias BORG: . As part of the CIA/BND 
cooperation, a BND officer was: provided with an office with- 
in the American Command Compound in Berlin and necessary 
logistical support. FELFE visited this office on occasions 
and once substituted for the officer @BORG, also known as 
TANNER, when the latter was on vacation. He had admitted 
while being interrogated that he informed the KGB @BORG 
was physically_located within the Command Compound. This 
obviously furnished grist for the Eastern CA mill and any 
future attacks on the "West Berlin spy center". This support 
to @BORG and his physical location within an American instal- 
lation were the most sensitive factors in the cooperation venture, 
and BOB repeatedly. requested the BND Headquarters to do all i 
possible to keep @BORG's location restricted to a very limited 
number of BND personnel. FELFE knew this, probably did not 
inform his other BND colleagues, but did report it to the KGB. 


17. BOB Communications. Support to the BND: Another most 
sensitive example of CIA support to the BND in Berlin which was 
compromised by FELFE was that rendered in the field of com-— 
munications. CIA has for more than ten years provided pouch 
service for the BND (BND crypt BASEBALL) between West Germany 
and Berlin. USAF courier planes and the U.S. Military: Duty 
train have been employed in the past, the latter for a period 
in 1961.when allegations that the Air Force courier planes were 
carrying BND couriers .and pouches into Berlin were rife in the 
East Gone press during one of the cr&t#teal periods prior to the 
Wall. If. FELFE was not cognizant of all the mechanics involved 
in transmittal of the.”"Baseball" pouches, he was able to provide 
general information as well as to furnish the KGB details on the 
pouch and electrical communications service provided by BOB in 
support of @BORG, FELFE's Karlshorst representative. @G@BORG's 
pouch, referred to © as the "DIAGRAM pouch was inserted dir- 
ectly into the CIA pouch for Berlin Operations Base as it left the 
Frankfurt center... hen the BND became impatient with the speed 
of the. “DIAGRAM’s" transmittal, they frequently asked for and 
received the support of BOB's cable facilities. 


18. In addition to the pouching service, an emergency 
communications center had been established in the U.S. Berlin 
Compound some years ago for the BND's use in the event of an 
extreme Berlin emergency which wuld prohibit the continued use 
of their regular electrical communications channels with the 
West Zone. The BND crypt for this plan and establishment was 
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establishment was "KUBUS". Among the Soviet EEIs confisca-~- 
ted upon FELFE's arrest, was the question "whether the Plan 
KUBUS remains in effect". FELFE received this EEI among 
others at his early September 1961 meeting with the KGB. 

When interrogatéd on this point, FELFE claimed he told his 
KGB case officer in December 1959 that KUBUS had} been devised 
in late 1959 (it had been established much earlier) and 

was a plan to move full-time BND personnel living in West 
Berlin step by step from there to West Germany, and "to build 
up needed sections such as new photo labs, radio sections, 
courier services, etc. which would withstand a crisis: He 
further admitted the KGB wished to know in September 1961 
"whether and where in Berlin new installations had been crea- 
ted, for example, teletype offices, photo labs, etc. which 
would start functioning only when the situation bécame tense". 
FELFE's claim that he "knew from. the beginning he woifld never 
be able to find out this information and told Alfred as much" 
is ridiculous. If he was able in December 1959 to give the 
KGB the general outline of the KUBUS program as noted above, 
plus receive such incisive questions from them in retura, 

his comments are invalid. Both CIA and the BND believe he 
compromised KUBDS. The communications equipment was removed 
from the U.S. Compound on 11 November 1961. | 


. €,. Munich Liaison Base 


19. MLB's damage was its severest in the number of CIA 
staff officers known through their service at the Base to 
FELFE in true name. Perhaps as high as 100 have had some 
acquaintance with FELFE or at minimun' their names came to 
his attention from the time of his arrival at BND Headquar- 
ters in 1953 until his arrest. He, quite naturally, did 
not knowp’all well nor was. he able to report on each one 
in depth. As one of the more active and better-known BND 
officers, however, and with a KGB assignment to meet as 
many CIA staffers as possible and pass their names, he 
certainly covered more than his share of ground. FELFE 
was able to keep the KGB well-informed of the size and 
function of MLB, and the changes in both. brought about by 
time and circumstances. Property under MLB control and 
used for liaison with the BND such as Brueckerand Isar House 
are considered compromised. ' 


D. Munich Operations Base 


20. Damage here appears to be largely confined to cer=~ 
tain KGB emigre D/A cases which did or could have come to 


FELFE's attention 
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FELFE’s attention such as £_ _—_) and C_ “I and indi- 
viduals of operational interest traced with the BND about whom 
he would have either been informed or whom he might have un~ 


covered running traces in the BND registry. The latter instances 
will be recorded in the machine damage record. sper me 2 


ae 


21. Some ten Technical Services Division pergonnel, of 
which six are audio technicians, were exposed to the BND through 
the operations in. West Germany. FELFE knew or was in a position 
to learn of most of them. Several items of audio equipment were 
lost when the. Soviets uncovered the installations. These were 
for the most part already believed compromised to the opposition, 
Only the "Pipe-Pusher" technique used in the Chinese News Agency 
operation is believed to have suffered its maiden exposure. An 
estimate of the damage suffered by TSD is attached under TAB D. 
FELFE knew of the TSD installation outside of Frankfurt/Main, 
and also that the technicians employed by the Agency are staff 
personnel and not local contract agents. In conmection with this 
latter statement, we are fairly certain that FELFE learned the 
American technicians arrested in Ciba were CIA staff members, and 
we can only assume that he hastened to report this to the KGB. 

A question on this matter was not put to him during the recent 
interrogations because of its sensitivity, and the real possibility 
he may Still have an open channel to the KGB. 


E. TSD 


F. Vienna Station 


22. Vienna lost a source of economic reporting on. Soviet 
trade when they were forced to terminate C_ —_ because 
his brother, turned over to the BND in March 1960, was com- 
promised by FELFE. | : 


23. Attached at TAB A is a summary of CIA operations 
whose loss is attributable to FELFE. It comprises those 
operations brought to the attention of those responsible for 
the FELFE damage. assessment of uncovered during research into 
the problem. It should not be considered complete, and it is 
expected that more will become evident from the machine run and 
continuing research. Field damage assessments prepared by MLB, 
BOB, and FOB are also attached at TAB E. 


Ill. CIA Organization 
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III. CIA ORGANIZATION 


24. %IIn the Field: FELFE was conversant with the organi- 
zation of the German station. He was aware of the general loca- 
tion and probably the functions of each Base and the Station. 

He also knew that we had representatives and capabilities world- 
wide and was aware of the assistance we at times gave to his 
service far beyond the borders of Germany. He personally ran 
one case which ultimately resulted in the Hong Kong ¢. a 
meeting, assisting, and performing a preliminary debriefing of 
his agent following the agent's exit from Red China in 1957. 


25. At Headquarters: In September 1956 he visited CIA 
Headquarters as one of 4 BND CE officers attending Tectures 
and touring the United States. While in Washington, he - 
received briefings on CIA, the US Intelligence Community 
the RIS, TSD subjects, Satellite services, staff Security 
etc., and he met several ranking Headquarters officers as. 
well as renewed acquaintances with staff personnel Known to 
him from their previous MLB service. We refuse to believe 
that he did not report in detail on this trip, his protesta- 
tions to the contrary. The copious notes found by the BND 
after his arrest which cover this tip support our view. 

For a listing of briefing subjects, physical installations, 
and staff personnel exposed to him during his Washington so- 
journ, see TAB B. 


IV. CIA STAFF PERSONNEL 


26. FELFE has acknowledged that he generally passed to 
the KGB the names of those CIA personnel he met during the 
course of his official duties. Whide he was acquainted with 
a considerable number, he probably was unable to report in 
depth on more than some 30-40 staffers. Those known to him 
in true name are for the most part limited to staffers who 
served at Munich Liaison Base, some Bonn Base personnel, _ 
and those exposed during the September 1956 trip to Washing+ 
ton. The remainder were known to him in ops alias only. 
From time to time he learned of the transfers and new assign- 
ments of former MLB officers, facts he would not have been 
remiss in reporting to the KGB. A complete tabulation will 
be made available when the machine run has been completed. 
In the interim TAB C attached contains a list of 105 staff 
members exposed to FELFE who were readily identified through 
curgent Headquarters research. A notation has been added 
as to whether the staffer was known in true or alias name. 


The degree 
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The degree to which each staffer. was compromised is not con- 
sidered to be within the purview of the EE/G Liaison Desk and 


is being referred to the responsible Agency officers and com- 
ponents. 


27. %In connection with staff personnel, it must also 
be pointed out that CEA suffered a tremendous loss of man 
hours during the close cooperation between the Agency and the 
BND on Soviet operations between June. 1959 and November 1960. 
This involved not only technical personnel, but also case officer 
and analyst_time. This in itself constitutes damage since the 
opposition's cause is aptly served when CIA personnel and talents 
are engaged in time-constiming fruitless pursuits. We could un- 
doubtedly have been more effective pursuing other tacks and away 
from FELFE‘'s close range observation. 


V. CIA LIAISON IN GERMANY 


28. Heinz FELFE was well-versed in the CIA/BND relation- 
ship in Germany from the time he joined the BND in 1951 and 
particularly after he was assigned to their Headquarters in 
1953. He most certainly was able and did keep the KGB current 
on this liaison relationship. Again he was conversant with 
CIA's role as coordinator when numerous intelligence agencies, 
particularly West German and U.S. groups, shared operational 
interest in specific targets. Such knowledge also gave him at 
least partial insight into our liaison relationships with other 
American intelligence agencies in Germany as well as other NATO 
services, for example the British and French. 


29. What he could not ascertain from CIA or his own 
organizations as to our relationship and cooperation enjoyed 
with the West German Internal Security organizations, he was 
able to elicit from his own liaison contacts with these organi- 
zations. He gained his knowledge in this sphere through either 
the operations against the Soviets in West Germany, especially 
the Bonn/Cglogne area ones, or from such "trusting" contacts 
as YS the BfV. He knew a section at the Bonn Base dealt 
with ag many of these agencies. 


DAMAGE TO OTHER AMERICAN INTELLIGENCE AGENCIES 

30. With comparative ease FELFE would have been able to 
learn the true identities of those representatives of the Army, 
Air Force, and Navy stationed at MLB and accredited through us 


to the BND. 
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to the BND. These we presume he reported as regularl 
7 y aS he 
did the names of the CIA members which wame to his attention. 


3. All trace requests and other operational pa 
to the BND by the services which did Be ee aaa Rage ee 
FELFE's attention since 1953 have been processed into the 
machine system. It is anticipated that the results will show 
CIC and MIG to have lost most heavily among the group of U.S. 
military services with A=-2 and OSI following. It is believed 
that the results will also show ONI to have lost only a few 
and FBI and Department of State losses very low. Each ser- 
vice and department will be informed upon publication, 


32. Two 513th MIG REDSKIN agent groups, the Youngers 
and Webers, processed their travel arrangements through the 
BND agent C__ I (Note: C — was run by FOB for 
some time when they believed him to be a unilateral source 
and it was not until 1960 that it became clear he was also 
in the BND's employ. CIA relinquished their interest to 
the BND with the understanding we would continue to receive 
the take. FELFE controlled this case from BND Headquarters. ) 
Cursory examinatiton only of both these files raisesthe sus-— 
picion that their apprehension inithe:Soviet Union might have 
been directly or in part attributable to FELFE's having alerted 
the KGB after receipt of the pertinen: C J Reports. 


DAMAGE TO THE BND 


33. General Comment: We can not overlook the fact that 
the damage suffered by the BND is at least indirectly a loss 
of CIA's. It is impossible to catolog specific damage to 
that service since they have not provided us with an inven- 
tory of their unilateral losses nor has FELFE confessed to 
betraying many significant BND unilateral assets. We are 
able, however, to outline in general terms our estimate of 
damage they suffered. It is of the broadest scope because 
of FELFE's insight into BND operations and policy as well as 
administrative procedures. Appearing in the BND'’s estimate 
of damage to their INDEX operations (TAB F already cited) 
is the following statement which helps to plase FELFE’s per- 
fidy in some perspective, 

' |. during his period of employment with the BND, 

FELFE was shamelessly curious and recognized as 

such, and that with disregard for all standing 

security regulations and through the fabrication 


of alleged 
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of alleged or the twisting of actual inter-rela- 

tionships between his operations and the official 
duties of other departmentscand areas he was able 
to garner information, the access to which would 

normally not have been Branted him." 


The damage as we see it is reflected in the following fieras: 


A. Compromised Operations 


34. CE Operations: All major BND CE operations must be 
assumed compromised. There is every indication that the BND 
considers this aivalid assumption, and there appears to be a 
reasonable degree of doubt as to whether the BND will continue 
to maintain a CE staff as a separate entity, largely because 
of the disruption of this staff's activity brought about by 
FELFE and his apprehension. 


35. Positive Operations: There is also good reason to 
believe that a large percentage of BND positive operations 
were or may have been compromised by FELFE in view of his 
established access to the OPTIK. The OPTIK is a series of 
who-knows-whom schematic diagrams of all BND agent nets. 
Individuals are identified therein by agent number, date of 
birth, location, and occupation. All that is lacking is the 
true name, and in some cases the true name initials appear. 
Through the mechanics of the OPTIK, FELFE could have provided 
information which would have compromised a high percentage of 
the BND‘s claimed 600 positive agent assets in East Germany. 
This possibility of compromise may seriously disrupt BND posi- 
tive collection capabilities in the OB and early warning areas. 


36. The BND is now belatedly coming around to this point 
of view as evidenced ina late November 1962 discussion be- 
tween a MLB officer and a BND officer intimately concerned 
with the FELFE affair. MLB learned that a memorandum had 
been prepared by the BND front office citing their convic— 
tion that the majority of the BND‘'s tactical sourcesin the 
East Zone were compromised and under. hostile control and 
warned against their possible use as channels for kastern 
deception operations. Reasons given for this position were 
the review of damage done by FELFE, the established degree 
of his access to BND informatdon, and his possession of the 
above-mentioned OPTIK. The BND's research had led them to 
conclude FELFE could and probably did.uncover most of the 
service's sources. The BND officer also remarked that a 
number of KSG (agents reporting with high speed transmitters ) 


sources in 
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sources in East Germany have been lost in recent months, and 
others have been determined beyond reasonable doubt to be 
under hostile control. Comment: The information in this 
paragraph was passed the MLB representative for our informa~ 
tion only with caution that it was not certain we would hear 
about these developments officially. 


37. We must also point out that FELFE was in a position 
to run unlimited file checks ~ and has admitted performing 
this service at time for the KGB -—- and could destro 


. : y or alter 
cards and documents. 3 


38. The reader’s attention is called to TAD F which was 
prepared by the BND for the West German judicial authorities 
and which concerns damage to the activity (INDEX) against 


the Soviets in West Germany. Some of the joint CIA/BND opera- 
tions are also discussed. | 


B. Compromised Staff Personnel 


39. All key BND Headquarters personnel can be assumed 
compromised by FELFE. He came to the Headquarters at such 
an early date in BND history that it was possible for an 
alert insider to know. or discover the identity of any per- 
son employed there. FELFE was later ina position where 
he could easily keep tabs on all key newcomers. His rank 
and official duties also afforded him the opportunity to 
learn the identity of a relatively high proportion of BND 
field personnel, particularly those engaged in CIA opera- 
tions, and these individuals must be assumed compromised. 
Under interrogation, however, he acknowledged naming only 
a few to his KGB case officer, an impossible feat vis-a- 
vis the KGB for him. 


C. Compromised Administrative Practices 


40. FELFE was intimately familiar with and in a posi- 
tion to compromise the BND Headquarters organizational 
structure on a continuing basis. This familiarity like- 
wise extended to the BND Field Organization. AS an exam- 
ple, FELFE admitted identifying C —t the BND 
Washington representative, to the KGB, and as an indica- 
tion of his ability to adgess a situation, he quite cor= 
rectly identified this p jon as one of prestige where 
only little, if any, Significant business was transacted. 
He was also quite knowledgable of the mechanics in staff 


recruitment , training 
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recruitment, training program, as well as rotation and reassing-~ 
ment policies, the latter from the very inception of the pro- 
gram in view of his wide circle of acquaintances. Knowledge of 
this sort obviously could facilitate further infiltration and 
recruitments in place. by the opposition. As a parenthetiéal 
note in this regard, it is not at all improbable that FELFE 


functioned occasionally as.a spotter within. the BND for the 
KGB. 


D. Compromised Modus Operandi 


41. FELFE possessed most BND operational documentation, 
and it is axiomatic that he made these documents available to 
the KGB upon request. He knew well most BND operational pro-~ 
cedures in the Cl. field and some within the FI collection 
scope to include agent handling, establishment of bona fides, 
procurement and passage of build-up material, use of telephone 
intercepts, communication methods, etc. He obviously was in 
a position to inform the KGB of the cover methods used by the 
service, of their heavy reliance on business cover and the first 
fledging efforts in the Foreign Office cover line. The KGB 
should have the BND's M/O well taped as a result of their ten 
years success with FELFE and CLEMENS. 


E. Psychological Damage 


42. Although admittedly intangible, the psychological 
damage within the BND created by the arrest of a co-worker is 
significant. While not a gregarious or overly friendly indi- 
vidual, he was nevertheless widely known and respected for his 
professional competence - a reputation we might add built with 
conSiderable KGB assistance. The concept of mutual trust was 
shattered within the BND when his hostile role was revealed, 
and it may be most difficult to restore espirt de corps at all 
levels. FELFE's treachery likewise, and possibly of more sig- 
nificance, created a confirmed distrust on the part of out- 
siders both within the German government and foreign services 
which presumably will manifest itself in official transactions. 


F. COMMENTS 


43. In FELFE the KGB had a relatively high-level penetra- 
tion of the BND Headquarters with a wide access to information 
of keen interest to them. He has admitted little and appears 
unwilling to admit to anything more than revelation of some _ 
information on BND CE operations and a few staff members. His 
interrogators have noted his egoism and a certain amount of 


contempt 
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of contempt for the BND both of which lead to the conclusion 
that he probably went to some length to compromise BND opera- 
tions and procedures particularly those which did not materi- 
ally effect his own position or security. FELFE either provided 
the information we believe attributable to him or the KGB 
received this data from a presumably higher level and better 
placed sources and was, therefore, not interested in pressing 
him for information other than that which was his immediate 
specialty. In either case it allows only the premise that the 
KGB has a most detailed and reasonably current knowledge of the 
BND and its operations. The only remaining alternative cone 
clusion, and one rather impossible to accept, would be that the 
KGB was guilty of failing to fully exploit a staff penetration 
of a hostile service. 


DAMAGE TO WEST GERMAN SECURITY AGENCIES AND MINISTRIES 


A. General Comments 
44. Heinz FELFE had official entrée to all governmental, 
administrative, and police/intelligence agencies of the 
Federal Republic as well as to non-official organs which were 
interested in the Soviet Embassy and Trade Delegation for atte” 
political, economic, cultural, security or other grounds and ~ 
whose objectives, plans, and decisions he had opportunity tQ 0 
learn and in part to influence. Confiscated film at the time 
of his arrest illustrated the scope and volume of material 
from other security/intelligence agencies and Federal Republic 
ministries he had been passing the KGB since at least 1957-58. 
In his statements to the SG, FELFE noted the continuing KGB 
interest in the relationship between various Federal Republic 
govermental organi 2a LReps and the degree of cooperation between 
them. The BND feels that the Soviet desire for ififormation in 
this regard was not based on "abstract attempts to gain theore- 
tical knowledge about the bureaucratic divisions or responsibility 
in Bonn, but as FELFE himself.states, the questions the Soviets 
repeatedly levied upon him have a deeper meaning which is obviously 
the Ris operational plan to use its well-placed pair of agents, 
FELFE and CLEMENS, for along other things, the protection of the 
illegal activities of the Soviet Embassy in Bonn...and the Soviet 
Trade Mission in Cologne". We are inclined to heartedly agree. 
45. Through the vehicle of the Reenter nay 
B among other things to bu up LFE's = 
eer ree tan BND, FELFE was able to establish solid entrée 
to the Sicherungs Gruppe of the Bundeskriminalamt, to 


the BTV, 
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the BfV, security personnel within the Foreign Office, the 
Federal Chancellors’ Office, and the Federal Press and Infor- 
mation office alone. Once this was firmly established, then 
his additional duties over the years afforded him even more 
frequent access enhancing his repatation with these services 


and agencies and greatly facilitating his info gathering 
safaries for the KGB. 


B. BfV (Office for the Protection of the Constitution - 
Internal Security Service) 


= 46. Severity of Damage: The BfV's damage as a result of 
FELFE's activities is belteved . extensive. We have received 
no official assessment from them, but our knowledge of BND/BfV 
cooperation, FELFE's position as the most active BND liaison 
officer to the BfV, confiscated film, and comments made by the 
BfV staff members to their CIA counterparts supports this view- 
point. The confiscated film carried photos of the BfV monthly 
and weekly reports, reports on the monitoring of agent radios 
in West Germany, the Schnellbriefe, etc.. FELFE stated that he 
had peen passing such information ¢o0 the KGB via film regularly 
for two or three years. Through elicitation he learned from a 
visiting BfV official enough details about Bogdan STASHINSKIY's 
presence in West Germany to inform the KGB that BANDERA’s mur-.- 
derer was in Western hands even though the BND had believed he 
was fully compartmentated from this info. an 

47. KIRPICHEV Case: He successfully thwarthed the planned 

executive action against the KGB officer Dmitriy Ivanovich 
KEIRPICHEV who had been operating under cover of the Soviet in- 
surance company in Hamburg. A victim of his own conceit, FELFE 
could not resist telling his SG interrogators the details of 
how he informed the KGB of the BfV's planned action against 
KIRPICHEV and suggested to them a plan whereby KIRPICHEV could 
be removed from West Germany without raising any suspicions or 
endangering FELFE’s own security. In this instance he fancied 
himself functioning both as a protector and advisor to the 
Soviet service, according to the BND. 


48. Foster of BfV/BND Liaison: FELFE continually strove 
to weld the “working level” cooperation between himself and 
the BfV and appears to have contributed considerably to the 
ill-will which periodically existed between the BND and the 
BfV particularly on the higher levels. One of his most fre- 
quent victims of elicitation - and this “at time oplane hata eeoan 
operations as well - was the BfV officer [ —l who also spen 7 
the majority of his time working on the Soviet targets. Ee 


often discussed 
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often discussed BfV cases personally with FELFE which other- 
wise may or may not have been brought to the BND's attention 
either in the spirit of one case officer to another comparing 


interesting operations, or to secure the “expert's”, FELFE's 
advice. | 


rm 


C, Other Federal Republic Agencies 


49. He had admitted to passing organizational charts and 
plans of such Federal Republic government offices as the For- 
eign Ministry, Press and Information Office, Office of the 
Federal Chancellor, and the Ministry of Defense. He probably 
ran checks for the KGB on the personnel employed in these 
agencies where possible. What positive intelligence he may 
have obtained on these groups probably was also passed. There’ 
would seem little doubt that he exploited his contacts within 
the Security Group (Sicherungs Gruppe of the BKA) to the advan- 
tange of the KGB when requested or when he believéd it would 
enhance his own status with the Soviets. 


Se 


D. Postal and Telephone Authprities 


20. Since FELFE did much of the negotiating with the 
Bundespost authorities on such matters as telephone taps and 
routing of surveillance lines, he was fully brieféd on the 
procedures and German government policies on such activity. 
He maintained, according to the BND, full files and detailed 
memoranda on. these subjects, and we can only surmise that 
these were included in the packets dispatched to the Soviets. 
In late May 1962 FELFE attempted to smuggle out of prison a 
summary .of the operations invoktved in tapping the telephone 
lines of the Soviet Embassy and the Trade Delegation in West 
Gérmany, Although we have met yet to receive the details on 
this action nor any specific comments as to just what he was 
trying to accomplish, it appears that the document was slanted 
to call attention to the unconstitutionality of these opera- 
tions and to show FELFE as a conscience-smitten participant. 
He probably also informed the KGB of the mechanics involved 
and responsibilities for U.S. and Allied telephone postal 
interception programs in Germany. 


V. CONCLUSIONS 


51. Agency Losses: CIA's Counter-intelligence losses in 
Germany have been very hravy as a result of FELFE‘'s betrayals. 


What positive intelligence he did deliver to the Soviets is 


considered largely 
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considered largely a by-product of his other activities on 
their behalf. As CE + has commented, FELFE probably 
delved more frequently into the FI field during the last 
years of his career because the BND could not possibly ini- 
tiate new CI operations as fast as he could compromise them. 


52. The details of a large number of CIA REDCAP and 
LCIMPROVE operations against the Soviet targets in Germany 
and a few of the REDSKIN operations are known to the oppo- 
sition as is much of their related M/O. The extent and 
depth of our liaison relationships with West German intelli- 
gence and police organs is known to the Soviets. The damage 
to the BND itself from a penetration of FELFE's skill and high 
degree of access is clear. Both CIA and the BND are vulnerable 
to intensive CA attacks from the East. We must also recognize 
the fact that the KGB has been able to open new and add to 
others of their dossier holdings on certain CIA staffers with 
no small help from FELFE, : 


53. FELFE's Manipulative Role: The FELFE damage is not 
confined to the compromise of individual agents, studies, and 
operations, however, but includes the influencing and 
manipulation of going operations or initial planning to the 
advantage of the opposition, incidents which are perhaps more 
difficult to analyze and document but equally injurious. We 
must first consider the obvious fact that he ingratiated him- 
self so deeply with. his own service and his superior officers 
that he reached a position where the KGB could through him. 
influence and actually control certain phases of BND activity 
with frightening ease. When FELFE and the KGB were able to 
put their collective heads together to conceive and run an op- 
eration whose sole purpose was to convince the BND that it was 
not penetrated by the Soviets, which they succeeded in doing with 
the WINOTLET case, part of the magnitude of this KGB operation 
against the BND is clear. In our desire to record the indivi- 
dual items of compromise we perhaps have relegated this: manipu- 
lative role too much into the background. 


54. The Karlshorst operations give us a clearer illus- 
tration of this. Having his own service in his pocket, he 
was able to convince them they had to get into the Karishorst 
Compound operations, and the whole question of their parti- 
cipation became such an issue between CIA and the BND on even 
the highest levels that the Agency, eventually for political 
reasons, felt forced to accede to BND demands. The rather unusual 


form of cooperation 
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form of cooperation in Berlin against the Karlshorst target 
was devised by BOB and other Agency representatives to allow 
BOB as maximum control as possible over the BND's activity and 
afford security to our own operations. The checks and balances 
built into the system would have provided BOB just that if the 
KGB had not had its agent in the key position first of all to 
force the issue, second to relay every bit of information he 
could obtain either through legitimate exchange or provocation 
and third to allow the opposition to run their own controlled 
agents into the program thereby gaining information and ad- 
vantages that even FELFE was not able to provide. 


95. Operational Climate Facing FOB: A different sit- 
uation faced CTA in its operations against the Soviet 
legal targets in West Germany. By necessity several of them 
had to be joint either with the BND or the BfV. The operational 
climate in the BonngCologne area itself. was unbelievably com- 
plicated by the confusion in responsibilities between the BND 
and the BfV. The close liaison relationship between: Frankfurt 
Operations Base and the BND formalized in June 1959 had as its 
primary purpose to obtain BND support in mounting audio opera- 
tions against the Soviet Embassy and Trade Delegation targets. 
Such activity usually requires some form of participation on the 
part of the local service or at minimum its coordination. Again, 
we had no control over the fact that the responsible BND officer 
was a KGB agent nor that CLEMENS, the other hostile agent was 
also involved in the BND operations against these same targets. 
Under more optimum circumstances success in the audio ventures 
would have occurred in a reasonable percentage of cases. 


§6. AS recipients of the telephone tap coverage on the 
Soviet. Embassy and Trade. Delegation, many of the operational 
jteads we obtained from these sources had to be coordinated or 
approved by the BND before exploitation. This: opened another 
avenue to channel~CIA plans and intentions to the KGB via FELFE. 
Beyond this more obligatory exchange, numerous and minute opera- 
tional details were discussed and a wealth of background material, 
trace, and file results were given to FELFB and his service in 
good faith. But sometimes these were given too willingly under 
the erroneous impression that they would contribute to that service's 
knowledge and professionalism, and ultimately to CIA's benefit. 
ow After suspicions were raised as a result of the L_ 2D reports, 
measures were taken to reduce the number of joint operations, 
to stem the flow of CIA information to the BND, and to concentrate 
on unilateral operations. 


57. BND Security: 
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57. BND Security: As a general observation on BND security 
practices, é case proves again that the reliability of a 
staff officer can not be predicated solely on the gentleman's 
code of honor or the attestations of his friends and acquain-~ 
tances. This is a particularly dangerous situation in an in- 
telligence service located in a divided country. FELFE has 
illustrated that compartmentation, however, strong, is inef- 
fectual in combatting hostile penetrations. This is more true 
when the penetration is in the person of a staff officer of long 
service and wide reputation who through cultivation of his own 
colleagues and other nefarious ways is able to cross all com- 
partmentation lines with contempt. 


58. CIA Security: The FELFE case has also shown us that 
in past joint operations with the BND/CIA became involved per- 
haps in too many and provided more information and support than 
what can be considered sound liaison practice, especially in 
view of the fact that we were dealing with a service known to 
have built-in security hazards. Undeniably, joint operations 
in many areas have value, but in thetr execution and with par- 
ticular respect to divided countries, attention has to be given 
to the limitation of their support a) to avoid chancing under 
the worst circumstances the compromise of more than the opera- 
tion could conceivably produce, and b) to preserve CIA equities 
and further the Agency's mission. 


59. The FELFE damage assessment should not be considered 
final with the publication of this paper. It is anticipated 
that future research or new operational circumstances will un- 
cover more examples of compromise, either definite or suspected, 
that can be attributed to Heinz FELFE. ¢ 
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TAB A 


CIA Operations Whose Compromise Can Be Attributed 
| to Heinz FELFE 


This tabulation does not represent all CIA operations lost... 
through Heinz FELFE, but rather those which have been specifitaily 
called to EE/G's attention or uncovered through research contected 
with the FELFE damage study. A complete list ‘again will result 
from the machine program where each individual traced or called 
to FELFE's attention through the exchange df dthertoperational 
reporting from 1953 until November 1961 has been recorded. tft 
some instances the final judgement as to the compromise factor 
among the operations appearing on this tabulation will have to 
be made by the responsible desk or field case officer as EE/G 
was not in the position to conduct full scalé security reviews 
of each case or operation. 
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1. A businessman engaged in East-West trade, —~ 
was recruited by CIA during the mid-1950s primarily because of 
his position as employer of [£. -__I (see below) after he became 
aware of C_ —''s agent status. HE has not been active for some 
six years. His status with CIA became known to FELFE when FELFE 
assumed control of the T&M — operation. — —JI was 
warned early January 1962 that his contact with us was known to 
the KGB, and he stated he would not travel behind the curtain again. 
Since his major service to CIA was the backstopping of the active 


agent C— J little damage to the Agency is seen in his compro- 
mise. 


C _1 (formerly cu a £ >) 


2. A contract agent, C ~ is blown to various services, 
including the RIS, under alias. He was traced under true name 
with the BND in 1951. At most FELFE would have been able to fur- 
nish the KGB with the alias he used with CL —_ whom he handled 
for several years and whatever description © _1 might have 
furnished following his take-over by the BND. FELFE did not meet 
c a 


zak 


3. Contract agent whose true name is considered blown to 
all opposition services. If FELFE reported on him, he probably 
was unable to furnish the KGB any new information. 


C. | = 


4. Contract agent. His true name is probably in the BND 
records as a result of an approach made in true name to two 
Germans during late 1952 which was then reported to the BND. He 
was also very active in the AENIDUS/AECORBEL program in Berlin 
recruiting some of the agents later reported to the KGB by FELFE 
and brought under hostile control. 


a af 


5. Subject, a CC — and former resident of Lithuania 
now living in Bremen, is considered probably compromised. He is 
jin contact with the KGB,probably Emigre section,and run by them 
from Vilna. The compromise factor is not definite, but he was 
traced through the BND files twice, the last time being in April 
1961, and may have come to FELFE's direct attention. There is no 
indication he has come under hostile control. 
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6. BOB'’s operational interest in this Soviet Embassy employee 
within the Karlshorst Compound was tipped to the BND in November 
1958. He undoubtedly came to FELFE'’s attention. The agent's 
actions, particularly during 1960/61, led his BOB case officers 
to believe there was a strong possibility he had been doubled. 

No attempt at re-contact was made after the Berlin Wall, and he 
has been terminated. 


~ —f 


7. Subject was an interpreter for the Soviets anda & I 
Administration source in the Karlshorst Compound for circa two 
years until he refugeed to the West in late 1958. FELFE learned 
of his identity and past CIA service during negotiations of 1959 
when the BND wanted access to .c —l He also learned that 
fe. ~~ was the lead to additional Karlshorst sources recruited 
after his move to the West. FELFE may well have learned that 
Frankfurt Operations Base conSidered using C- 7 and his 
wife following their resettlement. Subject was terminated by FOB 


prior to FELFE’s arrest for reasons not connected with the FELFE 
investigation. 


CL Bias ' 


8. Employed as..a C. —j3 in the Main CC 
Office, =] was a BOB source of information on Karlshorst 
and certain East Berlin city government policies. He was identi-~ 
fied to FELFE in March 1961 as a CIA agent since 1956/57. Contact 
via OWVL and S/W has been maintained with him since the Berlin 
Wall, and all correspondence from him indicates that he has come 
under hostile control since August 1961. This is believed directly 
attributable to FELFE. 


a pond 


9. An c a: 4 has been a Karl- 
shorst Compound source for some three years until his arrest on 
20 July 1961, after the MfS recruited his former mistress and 
attempted through him to run her into the Berlin Base. FELFE 
and the BND had been informed in September 1960 that Cl ee 
wasan agent of ours. The BND also lost a potential operation 
built around C —I's daughter which was monitored and then 
halted by the East. a 
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A female employee of the Karlshorst C£ 3 Administration, | 
ae 7 was one of the most productive Karlshorst sources until 


shortly after she 
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shortly after she was identified to FELFE in July 1959. She 
worked with & —t the BND‘s first recruited Karlshorst 
agent. The opposition did not attempt to control her, thereby © 
protecting FELFE and assisting the latter to build up the BND's 
equity in Karlshorst operations. Instead they monitored her 
activities closely and slowly restricted her access to information 
of interest to BOB. She was permitted to refugee in October 1960. 
Information later available to us indicates she was under MfS 


surveillance when she came to West Berlin for meetings with her 
CIA case officers. 


e.. Pa 


11. FELFE was briefed on Berlin Base Karlshorst targets and 
interests in July 1959. Late October 1959 a young blond prosti- 
tute resident of the Karlshorst Compound agreed to work for BOB. 
She was traced with the BND coming to FELFE's attention in 
November 1959 and subsequently became C_ ee She soon se-~ 
cured a job as a &@ — in one of the Soviet-run (C 

—l She was a pivotal figure in an operation directed against 
a member of the East German Military Intelligence service. Shortly 
before mid-August 1961, she confessed under hostile interrogation 
that she was originally sent by the MfS and had been under their 
control all the time she was run by BOB. FELFE and the BND were 
informed of this in September or October 1961. 


Cs a 


12. There is a possibility that this male German employee 
of the Soviet Trade Delegation C a 


may have come to the attention of Heinz FELFE. He was traced 
with the BND in March 1960. C_ —iI installed a telephone tap 
within the —_1 for BOB. Contact has not been resumed with 
him since the Berlin Wall to the knowledge of EE/G. 


| ae a 

13. CA asset of. SR/2/Baltic. Considered exposed to BND 
through tracing 1955 and April 1961. Further study probably _ 
necessary to determine whether he may not have come to attention 
of FELFE. 
—I 

14. Director and organizer for CA activities among Latvian 
emigre Youth circles. Considered exposed to the BND during June 
1961 tracing. Unknown whether he came to FELFE's attention. 
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15. A.S. CHUKMASOV of the Soviet Trade Delegation in Koeln 
approached this (_ —! employee in August 1960 and attempted to 
recruit him. The decision was made to allow the case to run with 
BND participation andzhandling by CIA. Sterile copies of the 
operational reporting on this case went to the BND and directly 
to FELFE. EGFA 36090, 2 January 1962 states that FELFE dealt 
with "our" people in Frankfurt on this case. Considered compromised. 


a 7 


16. Repatriated from Ripa and served as an informant on 
Soviet Trade Mission personnel in West Germany. Routinely traced 
with the BND in May 1959. SR/3 noted in EGFW 14442 of September 
1962 that our interest in Subject must be known to the RIS 
through FELFE’s involvment, and that a POA was being requested to 
contact, debrief, assess and LCFLUTTER. 


Vi = 


17. An old time Munich Operations Base Emigre type who had 
been retired and then recontacted MOB following a RIS approach 
in February 1961. The approach was surfaced to the BND in early 


April 1961 and with certainty. the details became known to FELFE. 
MOG informed the BND that if they did not elect to take over the 
case we would ask for executive. action against the Soviet who had 
made the approach. The Soviet, Kuzma P. BOGOMAZOV, was soon 
thereafter recalled from his Soviet. Embassy Third Secretary post 
when the BND turned the case down, and FELFE undoubtedly believed 
we would act against BOGOMAZOV. 


be, — (formerly £. a et) 


18. Baltic contract agent who was very active against the 
Soviet legal targets in Bonn/Cologne. He is most probably known 
to FELFE, if not under true name, then under one or several aliases. 
He had been traced with the BND in December 1960. 


ee = 


19. REDSKIN spotter. May 1960 Janis PUJATS was dispatched 
by the KGB from Latvia to contact and assess & _.t He had 
been traced with the BND prior to July 1959 and again in May or 
August 1961 stating at the latter time he was of security interest 
+o us. Further investigation is needed to determine whether the 
possibility is high that he came to FELFE's attention. 

NOTE: There are several other Baltic types who have been traced 


with the BND 
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with the BND and are considered by SR to be exposed to that Service 
aS a result. Individual file study and probably queries to the 


BND may be necessary to determine whether FELFE could have compro- 
mised them. 


AENTDUS PROGRAM 


20. FELFE was well briefed in July 1959 as to the intentions 
and targets of this CIA program directed against the Karishorst 
Compound. He was also aware of much of the M/O used in these 
operations. There seems little question but that he reported all 
he had learned, and from this date opposition neutralization of 
BOB's efforts against this. target began in earnest and withccon- 
siderable success. This also'involved stationing a BND officer 
within the American Compound in West Berlin for joint CIA/BND 
ops against the Karlshorst target, and FELFE has admitted re~ 
porting much of the details anncerned with this BND officer and 
cooperation with the: Americans to the KGB. 


e. Ss andfa 


21. €£ — a female who formerly resided in Moscow 

where she was employed as a fC 
a traveled to the USSR during 1960 in order to try to 

recontact certain Soviet citizens on our behalf. In September 
1959 FELFE personally asked both orally and in writing what our 
interest in 4 and her husband (presumably [£. I was. 
DIR 10670 of 15 January 1960 authorized Munich Liaison Base to 
tell the BND, i.e. FELFE, she was of current operational in- 
terest to us. MLB considered both fully compromised to the K&B 
per EGMA 58691 of 11 May 1962. 
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22. A Latvian eternal student type used as a REDSKIN 
spotter at Bonn University. As a result of FELFE's continual 
prodding, FELFE was informed directly by June 1961 that he was 
our agent by indicating our operational interest in him. The 
BND as a service probably learned as early as mid-1958 through 
tracing. AESAVVY 11 is still in our employ. 


C.. J (formerly © — 


23. An American student. Frankfurt Operations Base Redcap 
section felt almost certain that he had been compromised through 
his employment as an LP apartment keeper in the 7 ae ~{[ opera- 
tion. Although this was a joint operation with the B£V, FOB had 
good reason to believe that the operation and true name of = 

were discussed by the BfV official with FELFE. C —I was 
terminated on 29 December 1961 and warned about any travel behind 
the curtain. 
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24. Female Russian interpreter who refugeed from East 
Germany early 1959. After replying negatively to our May 1959 
trace request on her, the BND later offered her for CABEZONE 
debriefing. Operational wires apparently were crossed some- 
where. We did debrief her and then dropped interest in August 
1959. FOB picked her up again in May 1962 as she is now employed 
aS a secretary and interpreter for the Zimmer firm. EGMA 60417 
of 2 November 1962 points out that FELFB was certainly aware of 
the CIA/BND conflict of operational interest in her during 1959 
and also that she is the sister-in-law of an BND staffer. 


C aol 


25. Subject is a Soviet citizen who was first met by CIA 
in Berlin during November 1957, but who subsequently failed to 
come to West Germany again as had been expected. The BND was 
aware of our interest in him, and advised us in March 1962 that 
FELFE had shown a keen interest in Subject. We must assume that 
FELFE reported this to the KGB. FELFE's information may then 


have been confinmed by _ — after 3 arrest... £ 
_ had first introduced ¢. —_ to us in Berlin. 
C ay 


26. KGB agent who murdered Rebet and Bandera and defected 
to the West 12 August 1961. FELFE clatmed not to have learned he 
was in Western hands prior to 6 October 1961 but may possibly have 
had wind of it earlier. He reported this to the KGB claiming 
10 October as the first opportunity to do so. The Western 
authorities were about to surface CC. —l after being delayed 
in this action for some time Pee eo arious negotiations and 
“coordination snags. On 13 October 19 the East surfaced J sear | 


i who claimed he had been instructed by the BND to murder the two 
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Ukrainian officials. Intercepted OWVL from the Soviets to the 
FELFE/CLEMENS team asked FELFE‘'s opinion on the further handling 
of the Eastern propaganda play particularly directed vs. the BND 
and related to this case. | 


ae ae 


27. Emigre double agent run by Munich Operations Group. 
The BND had known he was our agent as of November 1955, and he 
has long been the subject of correspondence with them. GRISCHKE 
held the memorandums in the BND CE shop, but since FELFE often 
substituted for @RISCHKE it would haveibeen easy for FELFE to 
have seen the memos. Munich considers CIA's interest in C © ot 
compromised to the KGB by FELFE. His last case officer was | 
BOGOMAZOV, the same Soviet recalled following our reporting of his 
approach to CF =I (see above). 

AUDIO OPERATIONS 
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AUDIO OPERATIONS 
CAPHASE II 


28. Audio surveillance operation against the apartment in 
Cologne of a Soviet Trade :Delegation official Sergey M. CHEKULIN 
(not known to be RIS) planned during early 1960. This was at 
first to be unilateral and was then later done in cooperation 
with the BV. Although a joint operation with the BfV, FOB/RED- 
CAP felt certain it was compromised to FELFE, and therefore, to 


the KGB through discussions between the responsible BfV officials 
and Heinz FELFE. 


CAMELDER (BND crypt Pinsel) 


29. FELFE admitted compromising this operation which 
provided for audio installation in a private. Soviet apartment in 
the Bonn area. Carrier current equipment failed shortly after 
installation, then replaced one year later failing again in about 
Six weeks. When a microphone/wire installation. was completed, the 
target apartment was unoccupied. Aleksandr Ivanovich ALEKSANDROV 
was the apartment's original occupant, then Albert Vasilyevich 
SEMMENIKOV, Third Secretary Political Section. BND asked that 
equipment in apartment be removed immediately after FELFE arrest. 


CASEVER 


30. Audio installation made in the Soviet Trade Delegation 
Building in Cologne. Two transmitter switch installations in 
1959 effected by six consecutive black entries into the building. 
Radio switch failed, equipment discovered, and removed after 
failure, per TSD. FELFE compromised this operation to the KGB. 


CAYENNE (BND crypt) 


31. Plans to bug the apartment of Minister Counsellor 
Andrey Mikhailovich TIMOSCHENKO. BND received word he was to move 
to a new apartment. After a game of musical chairs in which he 
was reported about to move into several, it was finally discovered 
that he was already in a new apartment which was impossible to bug. 
Plans were temporarily cancelled. Then, through UJDROVER, it was 
learned he was to get a new telephone. CIA wanted to “hot-mike" 
the phone. FELFE dragged his feet and in May 1960 gave the ex- 
cuses of other ops committments, trouble getting a LP in the Bonn 
area and reluctance to discuss with the Bundespost authorities as 
reasons for definitely deciding against the venture. He also asked 
that FOB not discuss his decision with the local BND liaison work- 
ing on the INDEX matters. The BND field people were most disappoin- 
ted with the decision and believed the chances would have been 


very good for the 
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very good for the operation's success. This was another example 
where FELFE could use his position for neutralizing even stopping 
any. action vs. the Soviets before it really got off the ground or 
could cause possible harm. 


DIOPIUM 


32. Joint CIA/BND audio operation agannst the Czech Trade 
Mission in Frankfurt/M. during September 1959. Carrier current 
installation and equipment failed several weeks later at the 
time the target personnel moved in. BND feels that FELFE, al- 
though supposedly compartmented from this operation, was res- 
ponsible for its compromise. EE/C noted it was almost impossible 
to determine whether the operation failed because of his compro- 
mise, equipment detected by audio counter-~survelliance, or simple 
mechanical malfunction. Terminated. 


PLASTICS FAIR, DUESSELDORF 


33. .Transmitter was installed in the. Soviet booth, and the 
LP manned by the BND. No intelligible conversations were received 
according to the BND. Done during the 1959 Fair. 


U JHOPE 


34. Audio installation to be made in the apartment building 
at Scheidtweilerstr. 4, Cologne which was occupied by some six 
or eight Soviet families from the Trade Mission. This operation 
died at birth. BND claimed to have a real estate agent recruited 
who would turn over the keys to the apartments to facilitate our 
entry. The ‘agent't failed to produce the keys. The Soviets 
occupied the apartments a month before the BND even found out 
about it. 


UJMILL 


35. Microphone installation made during 1960 in a new 
building in an apartment assigned to a RIS suspect. At the last 
minute Soviet assigned the Bonn apartment to a less interesting 
individual, the agricultural attache DUKA. Little or no con- 
vergation took place between the target family. Although we had 
been promised the take, the BND did not even advise us when DUKA 
moved out and the apartment occupied by STUDENSKIY who was con- 
firmed RIS. Later learned through a double agent that the Soviets 
were aware of the installation. FELFE told the SG he didn't be- 
tray this operation because "I didn't want to." We do not believe 
this statement at all. 


UJPEEP /U JPOST 


SECRET/EYES ALONE 
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U JPEEP /U JPOST 


36. Operation set for the Bonn area in 1959. Keys to 
several apartments to be assigned to RIS suspects were made 
available to TSD by the BND. Keys were duplicated and ready 
for testing. The BND (again decision undoubtedly made by the 
responsible officer FELFE) delayed the go-ahead, and when the 


tests were attempted, the target apartments were found to be 
occupied. 


SEPIA (BND crypt) 


37. Located at First Secretary DEYEV of the Soviet Embassy 
Ecomomic Section’s apartment in Bad Godesberg. With 90% of the 
drilling completed for the microphone installation, the target 
personnel returned home unexpectedly. The operation was dropped 
per BND (FELFE) headquarters decision. 


STNEOPHYE (BND crypt PIAZZA) 


38. Audio installation targetted against the © 


. -| during 1960/61. Involved 
liaison with the CZ —l and BND. FELFE was the re» 


sponsible BND officer. Numerous headaches with the operation and 


no worthwhile take. Operation phased out by CIA because of the 
FELFE investigation and his very deep involvment. FELFE admitted 
discussing the C_ | — with the KGB in Vienna dur- 
ing September 1961 and had been given the EEI of obtaining more 


information. He denies telling the Soviets of the audio opera- 
tions. 


OTHER PLANNED AUDIO OPERATIONS 


a9. There were several other operations which either died 
in the planning stage or never progressed far in thetr develop- 
ment and are not cited here. The above are believed to represent 
more concrete examples of known audio operations in West Germany 
which were all failures because FELFE betrayed them.to the Soviets 
almost faster than new ones could be concieved. 


ea. = 


40. Member of a West German firm constructing a plant in 
the Soviet Union. He was recruited while visiting the United 
States and was handled by KOB in the field. C —/ admitted 
to the BND he had been recruited by the AIS, and FELFE probably 
was able to learn of this. The operation was terminated in 
January 1962 when the agent declined to call off his trip to the 


USSR despite the 
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USSR despite the fact he knew he might be in some danger. 


Boris Alekseyevich BULAY, Sergey Nikolayevich ZELENOV, Vasiliy 
Romanovich STTNIKOV 


41. FELFE was privy to the operational planning for either 
harrassment or defection attempts against the above named Soviets 
in connection with the planned surfacing of | — during 
February and March 1959. The decision was made to concentrate on 
SITNIKOV. Ali three were KGB members formerly stationed in Vienna 
and then assigned to the Soviet Embassy in Bonn. At the last 
minute the attempt against SITNIKOV was cancelled rather than 
attempting anything which might lessen the impact of the TC 
“) surfacing and the Life articles. It appears, however, quite 
probable that FELFE informed the Soviets we intended to move 
momentarily against SITNIKOV. Cursory file study reveals among 
other things that SITNIKOV was effectively removed from the more 
unprotected area of his own apartment to the residence of the 
Soviet ambassador just when we intended to take action. At the 
same time FELFE and the Soviets were able to lead us astray with 
misinformation via the UJDROVER and other channels. (Some of 
these same tactics were used by the Soviets in the KIBPICHEV case 
when the BfV's executive action plans were foiled.) SITNIKOV 
was shortly thereafter recalled to the USSR. FELFE was able to 
give the Soviets advanced notice of the — surfacing. 


Le. ot 


42. Subject was a CO —_I employed by 
the Soviet Embassy in Bonn and the Trade Delegation in Cologne. 
CIA had believed him to be a unilateral source following his 
recruitment in January 1959. Early 1960 we learned he had been 
a BND agent per their claim since 1986. CIA terminated him in 
October 1960. FELFE had admitted discussing © “1 with the 
KGB though he insists he told them Subject had nothing to do with 
INDEX targets and concealed fact he was working for another BND 
section. FELFE further admitted that the Soviets gave C— 29 
his termination notice C —_ shortly afterC _7 was 
transferred to the INDEX section as a source, and that he was 
asked about him again during the September 1961 meeting with the 
KGB in Vienna. There would seem little doubt that FELFE did 


compromise the BND's interest in LC — and also CIA's equity 
in him. 
cS = 
43. An electronics engineer connected with c_ TT 
in East Germany before he refugeed to the West, C_ I was working 


for MIG and the BND as well as his connections with hostile in- 
telligence organizations. The BND reported that f =] was 


definitely compromised to 
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definitely compromised to FELFE in November 1959, and there- 
fore the German and American interests in him to the KGB. 

Ee —I was handled by the Positive Intelligence section of the 
BND until the introduction of the RIS into the case in No-. 
vember. 1959. The RIS may have well introduced themselves in 
order to bring this case to FELFE's attention so they could 
monitor it from both sides. CIA functioned as coordinator in 
this case, and, therefore we were not directly involved with 
the agent, who has since defected and resides in West Germany. 


ae ate | 


44. This represents another operation where CIA thought it 
had a unilateral agent only to discover after some time that he 
had been on the BND's payroll, and they were able to establish 
primary interest. [. 7 ran a CH ~~ shecial- 
izing in East bloc £ 2. We terminated him with the agree- 
ment we would receive the take from the operation. FELFE admitted 
under interrogation compromising the BND's interest in [_ 
to the KGB, but does not admit passing reports from him to the 
KGB or mentioning the American interest. It seems most likely 
that he did the latter despite his failure to add these pertinent 
portions to his story. Several REDSKIN agents made therr reser- 
vations through CC pa A cursory glance at the £ — and 
Cc =O files, both REDSKIN agents of MIG who were apprehended in 
the Soviet Union, raises the strong suspicion that they may have 
been compromised through the { —'FELFE channel to the KGB. 


Ce ne 


45. Subject is employed by one of the larger East-West 
trade companies in Germany working primarily in the Soviet field. 
Recruited by CIA in 1956, he was the source of extensive ecomomic 
and positive intelligence and following his "recruitment" by the 
KGB of CI information. C —- was turned over to the BND with 
FELFE” becoming the responsible BND Headquarters officer in March 
1960. His KGB handling showed a definite change, aNd there is 
little doubt, despite FELFE's denials to the SG, that FELFE com- 
promised this agent. (C — has been terminated by the BND and 
warned he cannot travel again behind thé curtain. His brother, 
yas —1 (see below), was a CIA unilateral source, and he too 
had to be terminated as a result of FELFE's reporting to the 
opposition. 


CALADEN 


46. Frankfurt Operations Base project to recruit singletons 
for the most part in the Cologne/Bonn area targetted against the 
Soviet installations there. 


ae 
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47. Female £ —1 dealer in the Cologne area. Se- 
cured LPs for the audio surveillance operations. Along with 
her husband Cc —! was exposed to the police and West 
German intelligence services circa 1959. Continued to work 


for us for some time but has been terminated. Most probably was 
known to FELFE. 


—s- — 


48. Husband of & — There were some unresolved 
questions as to his possible past association with the RIS. 
Exposed. Has been terminated. 


= = 


49. Technical interpreter for H. Strunck Co., Cologne. We 
got the lead to him through the UJDROVER/UJREMEX coverage, and 
the BND granted permission for our operational exploitation. 
FELFE, therefore, knew of our interest, and presumably also the 
KGB. He did not become a fully recruited source. 


i. oak 


50. Naturalized American female. Her apartment was used 
as the LP for the CAPHASE II operation while she was in the 
United States. May not have been known to FELFE unless the BfVv 


official who informed FELFE of the CAPHASE II operation also told 
him of © _/'s part. 


e. 7 (Identical with © —I summarized above) 


51. Note: There may have been other c. — agents lost 
through FELFE which did not come to the attention of this 
writer. Presumably they will appear in the machine damage 
publication, or the responsible desk and field case officers 
are already aware of their compromise and have taken the 
necessary steps. 


52. CA effort primarily directed against the EGIS. In- 
volved the surfacing of C° — Cf 7, and others. The Eastern 
reaction to the surfacing of [£ 2 the uncanny timing, and 
detailed knowledge justified suspicion in May 1959 that a high- 
level penetration had informed the: opposition of the plans for 
this program. The effort was coordinated with the West German 


services. FRAN 
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services. FRAN 3986 of 23 September 1961 raised the probability 
that the CANEB leak may have been FELFE's work. Further analysis 


of this program may be needed to definitely ascertain whether he 
was responsible. | 


ae 2 (formerly the & —I - sources on the Karlshorst 
Compound and Soviets in East Berlin) 


a (formerly. & — ) 


53. FELFE's compromise of this agent has not been estab- 
lished. The BND was not informed in this case that & — was 
a CIA agent, but FELFE may have been able to spot enough infor- 
mation from the intell reports desseminated to him or his 
organization to receive a clue to his identity. Recruited circa 
1956, = 2 was employed as a driver Cc. — 

Ca. —! until late 1959 when he began working 

as a driver for the ... —! Contact was maintained with 

him via OWVL and S/W after the Berlin Wall. In July 1962 he again 
established personal contact with BOB, was LCFLUTTERED, and the 
results established that he is’ currently under the control of an 
opposition. .service specifically directed against CIA. 


a ane 


54. — in the Soviet Embassy (C_ — in.Berlin- 


Karishorst. Also functioned as a [_ —I. May not have come 
to FELFE's attention since he was not directly traced through 

the BND. The individual who placed him in contact with BOB, 
however, was traced indicating our operational interest. Contact 


has not been re-established since the Berlin Wall and interest 
has been dropped. 


C —= (formerly C a) 


55. Female £_ — in Berlin-Karlshorst with several 
Soviet Cr — ae — was tipped directly to the BND and FELFE 
in April 1961 when we noted we intended to approach her’in June. 
The approach was successful and she accepted recruitment with 
comparitive ease. Since she had only been issued open code at the 
time of the Wall, and knowing FELFE's knowledge of her CIA employ- 
ment, no plans have or will be made to re-establish contact with 
this agent. 


CAPUZZLE 


56. Telephone tap on the residence of Aleksey Dmitryevich 
NIKOLAYEV at his residence in Bonn, Rheinweg 12. Although this 
was a joint operation with the BfV officer, C J informed FOB 
shortly after the FELFE arrest that FELFE knew of the BfV re- 
cruitment of the Rheinweg 12 building administrator and the in- 
tention to tap the phones. The tap was disconnected mid-November 
1961. In February 1962 FOB said they were reinstating it. EE/G/ 
CE has no record to date of any production. 
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May 1958. The BND was aware of CIA's interest in her as early 

as 1955 and was notified of her successful recruitment in June 
1958. They have subsequently received reporting from the case 

on a periodic basis. Since she is the only indigenous employee 
and the only one with continuity of service since 1958, if FELFE 
learned only scraps of information and passed it to the KGB, 

they would have been able to identify her. Knowledge that such a 
source existed would probably have sufficed. The BND states 
FELFE had no official knowledge of her, but EE/C feels that in 
absence of evidence to the contrary, it must be assumed she has 
been compromised to the KGB and most likely to the CIS. She 

has been handled by an officer stationed on the outside in Hamburg. 


an at 


62. Involved in East-West trade, Subject is the brother of 
C — (see above), and his identity and association with CIA 
were known to FELFE. Originally recruited and run by BOB, he was 
turned over to Vienna Station when he secured a new position which 
took him to that city. — dealt almost exclusively with 
Soviets and was a productive FI source. He has been turned over 
to the BND as their resettlement problem since his compromise is 
directly laid at FELFE's door. 


KUBUS 


63. Planning and equipment, including communications 
equipment, placed within an office building of the/ American 
Berlin Compound for the BND’'s use in the event of an extreme 
Berlin emergency whereby the BND would be unable to use their 
normal facilities in West Berlin. One of the Sowiets EEIs found 
on FELFE at the time of his arrest was a request for information 
on KUBUS. He admits discussing this with his KGB case officer, 
but insisted he did not know much about it. We believe he was 
fairly well informed. The equipment was removed and the office 
space returned to the U.S. Army Command immediately after FELFE's 
arrest. Information on KUBUS contributes materially to an CA 
effort which the East might wish to launch against the West 
Berlin "spy center" at any time in the future. 


MISROUTED CIA POUCHES 


64. Chief, FOB pointed out in EGFA 35993 of 4 December 1961 
that before and during his tenure, circa 1957, at MOB, a few CIA 
pouches were misrouted to the BND. Although it is a difficult 
thing to tell who in the BND would have been given the assignment 
of analysing this material, some of it likely came to FELFE's 
attention. He further notes, "the material in the compromised 


pouches may have been 
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May 1958. The BND was aware of CIA's interest in her as early 

as 1955 and was notified of her successful recruitment in June 
1958. They have subsequently received reporting from the case 

on a periodic basis. Since she is the only indigenous employee 
and the only one with continutity of service since 1958, if FELFE 
learned only scraps of information and passed it to the KGB, 

they would have been able to identify her. Knowledge that such a 
source existed would probably have sufficed. The BND states 
FELFE had no official knowledge of her, but EE/C feels that in 
absence of evidence to the contrary, it must be assumed she has 
been compromised to the KGB and most likely to the CIS. She 

has been handled by an officer stationed on the outside in Hamburg. 


a —l 


62. Involved in East-West trade, Subject is the brother of 
ia —1 (see above), and his identity. and association with CIA 
were known to FELFE. Originally recruited and run by BOB, he was 
turned over to Vienna Station when he secured a new position which 
took him to that city. Cf — dealt almost exclusively with 
Soviets and was a productive FI source. He has been turned over 
to the BND as their resettlement problem since his compromise is 
directly laid at FELFE's door. 


KUBUS 


63. Planning and equipment, including communications 
equipment, placed within an office building of the/American 
Berlin Compound for the BND's use in the event of an extreme 
Berlin emergency whereby the BND would be unable to use their 
normal facilities in West Berlin. One of the Soviets EEIs found 
on FELFE at the time of his arrest was a request for information 
on KUBUS. He admits discussing this with his KGB case officer, 
but insisted he did not know much about it. We believe he was 
fairly well informed. The equipment was removed and the office 
space returned to the U.S. Army Command immediately after FELFE'’s 
arrest. Information on KUBUS contributes materially to an CA 
effort which the East might wish to launch against the West 
Berlin “spy center" at any time in the future. 


MISROUTED CIA POUCHES 


64. Chief, FOB pointed out in EGFA 35993 of 4 December 1961 
that before and during his tenure, circa 1957, at MOB, a few CIA 
pouches were misrouted to the BND. Although it is a difficult 
thing to tell who in the BND would have been given the assignment 
of analysing this material, some of it likely came to FELFE’s 
attention. He further notes, "the material in the compromised 
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pouches may have been the only internal CIA correspondedce which 
(FELFE) gave the (KGB). If the material could be cast in a 
sufficiently pejorative or embarrassing light, it would seem that 
the chances of photos being released in some fashion, perhaps 

not connected with the BND, would be pretty good." 


c — (also known as C_ —\\ 


65. This GRU case was turned over to the BND from the 

BV mid-July 1957. FELFE probably first learned of it from his 
deputy @HERMANN. CIA did not run the agent, but rather furnished 
operational support. Between 5 and 7 August 1957, the agent met 
the GRU in Vienna and the GRU officer Yuriy SKLAVETS was surveilled 
by the BfV. Through the AESTORAGE channel, we learned that shortly 
after the Vienna meeting the KGB told the GRU that the agent was 
doubled and the Vienna meeting surveilled, but asked that the GRU 
continue the case in sorder not to blow their (the KGB's) source. 
The I case never became productive after that, and CIA spent 
considerable time and effort attempting to identify the KGB source 


with no success until it necame reasonably clear that FELFE was 
the culprit. , 


Cc | — 
66. @DORBACH informed CIA in January 1962 that FELFE was 
directly involved in this case. i. — eventually redefected 


through Homeland Committee channels. Assessment of any CIA 
damage in this case will have to be done by the SR desk concerned. 


Cc =f 


67. An East Berlin female who worked for years in the 
Soviet Trade Delegation Policlinic and had been recruited by 
the BND in 1954, did not come to the full attention of Heinz 
FELFE until probably October 1960 when he assumed the Headquarters 
direction of this case. BOB offered full operational support to 
this BND operation from circa late 1956 including safehousing, and 
a multitude of trace material and other information on the Soviet 
Trade Delegation. She lost her job in the Trade delegation late 
1958 and was inactive for approximately two years. By late 1960 
and shortly before FELFE took over the Headquarters direction, she 
was allegedly hired directly by the KGB as a safehouse keeper and 
claimed they would allow her to remain in the apartment during 
agent meetings. Damage to BOB was Slight after 1958 and confined 
largely to real estate secured for this operation. Technical 
assistance and advice requested from the BND for possible bugging 
of her East Berlin apartment was not granted, and the Berlin Wall 
presumably broke other than S/W contact with this agent. CIA 
representatives did not meet the agent. FELFE would have been 
able to inform the KGB that we were, however, support partners in 
this operation. 
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U JDROVER 


68. Telephone tap on the Soviet Embassy limes in Bonn. 
Until late 1960 we received the raw material from this tap. 
After that date the BND began passing us only the processed ver- 
sion "due to liaison and German government problems". This 
was untimely and of much less value. FELFE has admitted in- 
forming the Soviets of. the tap, and several instances have been 
uncovered.in the research since his arrest whereby the Soviets 
used this knowledge to plant misinformation frustrating the 
planning and execution of some operations. 


UJREMEX 


69. Telephone tap on the Soviet Trade Delegation in Cologne. 

This too FELFE compromised to the Soviets. The comments above 
under UJDROVER also apply here. A 1960 year-end review of 
CAVENUE/CASEVER operations noted that the UJREMEX material was 
still being received but was evaluated as “only useful in 
providing background information on individuals known to be in 
contact with the Trade Delegation but playing little or no 

role inthe overall effort (against this Soviet target)." 


SECRET/EYES ALONE 


~18— 








- ya" 
i : n, 
e ss . oY ve mm o- = «a . am - 5 Ce ee Pe Cpe a Ce ee ee) ed 2 may ee + ee 8 eee te uae Am ae ore . we em eee ~~ wee em Cs at ale ofa 


SECRET/EYES ALONE 


TAB B 


SUBJECT: Exposure during Heinz FELFE's September 1956 
visit to CIA Headquarters. | 


A. PHYSICAL INSTALLATIONS 
1. Administrative Building 
2. East Building 
3. West Out Building 
4. OCR Location 


B. COMPONENTS - Briefings given to FELFE's group on the fi..- 
lowing subjects 


1. TSS 
a. CE-CI aspects of documentation 
b. Photographic equipment 
. Briefing on audio surveillance and counter-surveil-~— 
lance 


z.  DDP 

Organization of the US Intelligence Community 
Organization of CIA 
International Communism 

Machine Methods program 

Soviet Intelligence Service 
Staff Security 

Polygraph 

Satellite Intelligence Services 
East German Intelligence Service 
CI function of CIA 


jw FPG hm DUO OP 


3. DDI 
a. Tour of OCR and explanatory briefing 


C. CIA STAFF PERSONNEL EXPOSED DURING VISIT 


FELFE also had the opportunity of renewing old acquaintances 
from Munich Liaison Base. 


Mr. James ANGELTON True name Socially, also 
possibly introduced 
citing his posmation 
in CIA 
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Mr. £ 3} True name Socially. FELFE also 


guest . at his ranch 
in Arizona. 


Mr. £ —f Probably true TSS lecture 


Mr. John BROSS True name Socially. Hosted a 


party in his home for 
FELFE and group. 


Mr. c —l True name Gave briefing on 
security, polygraph. 

Mr. James CRITCHFIELD True name socially. Former MLB 

Mr. C— —J True name Socially, probably also 


local escort duty. Be- 
lieved. known to FELFE 
from Feldmann's pre- 
vious service at MLB. 


Mr. E. a Alias Lectured on Soviet In- 
telligence Services. 

Mr. a, True Name Lectured on CI func- 
tion of CIA. Socially 

Mr. e: Al Alias Lectured on Machine 
Methods. 

Mr ch =] Alias : Lectured on Satellite 

| Intelligence Services. 

Mr. Cc. sce True name Socially. Formerly at 
MLB. 

Mr. ¢. oat Alias Lectured on Inter- 
national Communism. 

Miss c. | True name Socially. Also known 
from previous MLB. 

Mr. Cc. oy True name Socially. Also known 
from previous MLB. 

Mr. Thomas POLGAR True name Lecturing. Socially 


Mr. c — True name TSS lecture 
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Miss C = True name Socially. Known from 


previous assignment 
at MLB. Employment 


terminated 
Mr. C. aod True name Socially. Escort duty. 
Mr. £ al True name Socially. 
Miss cc zal True name Socially. 
Miss f_ Al True name Socially. Probably 


known from previous 
MLB assignment. 


General TRUSCOTT _ True name Socially. Hosted 
: | luncheon. 


Munich Liaison Base Escort Officers: 
oe ag 
ec 
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TAB C 


SUBJECT: CIA Staff Members Compromised through Heinz FELFE 


It should be cautioned that the attached list is not complete. 
Names of staffers compromised through operations which came under 
hostile control following FELFE's betrayal of the agent to the 
KGB are for the most part not included. These will in many in- 
stances appear, however, on the machine damage run. The degree 
of compromise is further amplified in each case in the machine 
run system. 


Please note that several staffers were only known in 
operational alias, and some of those listed never had directed 
contact with FELFE. 


It is recommended that the appropriate section within CI 
staff study former MLB TOs and the list of EE Personnel who have 
in the past been involved in liaison in order to determine 
whether additional personnel may have been indirectly compromised 
through the FELFE channel. It should be taken into consideration 
that FELFE was able from time to time to cross the compartmentation 
rules within the BND and learn of CIA staffers who were not 
exclusively involved with Soviet - or technical operations, 
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The asterisk* denotes those staffers FELFE has admitted reporting 





to the KGB. 
NAME POSITION/LOCATION KNOWN in TRUE or ALIAS 
ANGELTON, James C/CI True. Met FELFE 
socially one occasion, 
1956 
me at 
ae | ee EE/C True. MLB/Reports 
until September 1962 
fs. —l TSD Probably true. 
Lectured during FELFE's 
1956 HQS visit. 
an a C/OTR True. Social contact, 
: 1956 
BARNES, Tracy True. Former COS, } 
Germany , 
| 
ce. fem a True. Formerly at MLB | 
(resigned) . 
ad at AF/Overseas True. Formerly at MLB 
ae | a | True. Formerly at MLB 
(Was an integrated © — 
officer) 
an a Office Security True. Briefings dur- 
| Frankfurt ing 1956 visit of 
FELFE to HQS. Liaison 
BROSS, John A. True. Socially dur- 
ing 1956. Former COS. 
Germany 
a <', MLB True 
ss True. Formerly at 
pou MLB. 


SECRET/EYES ALONE 
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Security/Frankfurt True name available 
as emergency contact 
to BND Karilshorst 
Liaison man in Berlin. 
Since FELFE subbed 
for the officer during 
his vacation presume 
he also received this 
name and Ct Pee 
office and home phone 
number. Believed 
never to have met 
FELFE. 


j 
K 


True. MLB formerly 


(\ 
\ 


True. Formerly in MLB 


om , COS, Frankfurt Alias. Karlshorst 
liaison at Berlin ops 
Base 


*CRITCHFIELD, James C/NE 


Cc ag TSD 


7? 


True. C/MLB 


Presumably in alias. 
Audio ops Bonn/ 
Cologne area 


an ad EE/C True. Dealt directly 
| with FELFE as member 
MLB/CE until c. sum- 

mer 1961 


ae 7 HQS True. Former COS, 
Germany 


ae coat SR/CI Alias. Karlshorst i 
Liaison at Berlin 
ops Base 


y ae _] Bonn True. Liaison 


ee aod Berlin True. Liaison. 
| Formerly at MLB 


—_ | SR/CI Alias. Briefings on 
| RIS 1958 period at- 
tended by FELFE. 
Formerly stationed 
Frankfurt and Berlin. 
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, | 3 
(employment terminated) 


SECRET/EYES ALONE 


DDI /FDD 


CI Staff 


C/BOB 
Vienna 


TSD 


CI. Staff 


SECRET/EYES ALONE 
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As Ct — Formerly 
at MLB. Probably did 
know true name. 


Alias. Karlshorst 
Liaison and & —f 
Formerly at BOB and 
met FELFE twice. 


True. 
MLB 


Formerly at 


True. Direct Liaison 
with FELFE when sta- 
tioned MLB 


True. Liaison when 
formerly at MLB. 
Social contact dur- 
ing FELFE's 1956 
visit to HQS 


True. Direct contact 
with FELFE. 


True. Formerly at 
MLB in Finance 
Section. 

True. Formerly at MLB 
Alias. Ops liaison 
for Soviet installa- 


tions Bonn/Cologne 
area 1959/60 


Presumably in alias. 
FROB officer for Bonn/ 
Cologne: Soviet ops. 


True. Formerly at MLB 


True. Formerly at MLB 


True. Formerly at MLB 
Presumably in alias. 

Audio tech for Bonn/ 

Cologne area Ops. 


Alias. Lectured 
FELFE's group during 
1956 trip to HQS 
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HQS 


NE 


CI Staff 


EE/P/CE 


SR 


SECRET/EYES ALONE 
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True. At MLB until 
Sept. 62 


True. Briefings and 
social contact during 
1956 visit to HQS 


True 


Presumably in alias. 
Audio tech for Bonn/ 
Cologne area ops. 


True. Formerly MLB. 
Also liaison with BND 
in Berlin. 


Possibly in alias. 
Briefed FELFE during 
1956 HQS visit. 


True. Well-known 
when stationed at MLB 


Alias. Liaison with 
FELFE on Bonn/Cologne 
area ops while stationed 
FROB, 1959 Briefed 

FELFE on Satellite IS 
during 1956 visit. 


Alias. Bonn/Cologne 
area operations. 


True. Formerly at MDB 


Presumably in alias. 
Liaison infrequently 


Alias. Briefings dur- 
ing turnover of © 

—1*o BND, March 1960 
Met FELFE only on this 
one occassion. 


Presumably in alias. 
Audio tech for B6nn/ 
Cologne ops 
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S A - 645 -ntiind) 
nevieved to be a ay reaeenee 
on contract status with CIA) 


‘ca ye FE/Overseas 


ee | aot 
(resigned) 


eae pe 


Frankfurt 


cS ss 
(integrated Major ec — 


tL a7 (P) TSD 


— MLB/CE 


HQS/CI Staff 


ae ee 
(integrated c— officer 
later civilianized) 


‘ee Pees 
*MURPHY, David E. 


SECRET/EYES ALONE 


26s 


No record in Central 
crypt room. Appears 
in IBM list for 
damage study 


True. Well known as 
former C/MLB 


True. Formerly at MLB 
Social contact during 
1956 visit to HQS 


Presumably alias. May 
not have dealt direct 
ly with FELFE 


True. Formerly at MLB 
in Security Section. 


Contract employee. 
Audio. Alias 


True. Still stationed 
MLB 


Alias. Delivered lec- 
ture during FELFE 
1956 visit to HQS 


True. Formerly at MLB 


Audio Tech (?) 


Alias. Position at 
BOB known. Karl- 

shorst and RIS liaison 
and briefing 


True. Formerly at MLB 
Social contact during 
1956 HQS visit 

True. Formerly at MLB 


True. 


True. Formerly 
knew FELFE 
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True. Formerly at MLB 
then transfer to FROSB 
Known to FELFE 


True.Formerly at MLB 
True. Well-known 
True. Formerly at MLB 


True. Liaison with 
FELFE as member MLB/ 
CE section until re- 
turn September 1962 


C/EE/SA True. Formerly at MLB 
social contact 1956 
visit. 


C/Bonn True. Formerly at MLB 
Position at Bonn known 
to FELFE. 
POLGAR, Thomas Vienna True. Briefings and 
social contact dur-~- 
ing 1956 HQS visit. 
TDYs to MLB 


bey 4 


True. Formerly at MLB 
(resigned) 


4 


ae ; 
(deceased) 


C eas | | True. Briefing on 
Documentation during 
1956 HQS visit. 


eee | True. Formerly at MLB 
(resigned) Resides in Europe 


Cc MOG Alias. Karlshorst 
Liaison 


—_ AF /HQS True. Formerly at MLB 
: TSD/HQS Presumably alias. Audio 


tech on Bonn/Cologne 
area ops. 


ae oe True. Formerly at MLB 
(Resigned. Resides 


SECRET/EYES ALONE 
i 
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i a, TSD Presumably alias. 
Audio Tech on Bonn/ 
Cologne area ops. 
= ee MLB True. 
i. at G. 4 True. Formerly at MLB 
ce. a MLB True 
Ge eas: Bonn True. Formerly at MLB 
en | FROB 
ees ued a — True. Liaison. Fuor- 
merl at Bonn 
At 35 AenecEhs 
eS > Bonn True. Formerly at MLB 
Well-known. Escort 
officer for 1956 trip 
Cc. _ FROB Probably alias.Bonn/ 
Cologne area ops. 
oe as 
aes | a) COS, Germany True. Socially at 
1956 HOS visit 
i. . 2s True. Close and 
(Resigned. Resides in direct contact with 
cs al FELFE during Stock-~ 
ton's MLB tour. 
Cc _l NE True. Socially dur- 
) ing 1956 HQS visit. 
Later stationed at 
Munich 
C pee True. Formerly at MLB 
c_ sd a — True. Formerly at MLB. 
| | Social contact during 
1956 HQS visit 
eee psa True. 
Cz, 2 EE/XOB True. Formerly at MLB 
{. a 
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i | Eo FROB Alias. Liaison on 
Berlin matters, 
some Karlshorst. 


Es ss TSD True. MLB liaison 
until September 1962 


eo . 4 OTR True. Direct liaison 
with FELFE as head 
MLB/CE section 


re . — CI/Staff True. Formerly at MLB 


* Indicates those Felfe has admitted discussing with the 

KGB during the CIA interrogation of him April/May 1962. He 
hedged on some, however, his interrogators believed on the 
basis of his actions that this served as an admittal despite his 
refusal to give a definite answer. It is considered quite prob- 
able that he informed the KGB ab minimum of each CIA name 

he learned, though it is certainly recognized that in many cases 
he was only able to give an alias and description, if that. 
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TAB D 


Technical Services Diviston Damage Assessment 


The attached damage assessment was prepared by Chief/ 
TAD/CAB after study both at Headquarters and in the Field. 
It has been quoted verbatim. EE/G comments, where appropriate, 
are clearly indicated. | 
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1. TSD persennel who have met Heinz FELFE, circumstances 
of meeting, equipment shown, and pertinent points of interest. 


(a) CH on _ 4 (using © = was 
present during two technical planning discussions where 
FELFE attended. These meetings involved an audio op- 
eration: STNEOPHYE in Bonn during late ‘60 thru mid ‘61. 


Equipment and/or techniques revealed through these 
meetings and subsequent association by FELFE with the 
operation were as follows: 


(1) Pipe pushing techniques using a nuclear material 
pipe-tip for locating pipe-end underground 


(2) Remote control switches ~-QRS-1 
(3) Transmitters, SRT-3 

(4) Receivers - SRR-3 

(5) Recorders - Ampex UMY-3 

(6) Silent Drill - Stein Max 


TSD Comments: This was a joint operation with the 

= Tl ie 7 and ©. a Knowledge of the ex- 

istence of these equipments to FELFE under the cir- 
cumstances along with other FIS groups preseats no 

serious problem. 


tr i did report one point of interest but not 
related to audio ops in Germany. During mid ‘'6l 
e of met with @HOLGARS at a Munich bar prior to 
a STNEOPHYE business meeting. ~— — overheard 
someone . Cc -.1 could not remember which American 
staffer) talking with FELFE in English about 
Americans in Cuban prisons. FELFE stated "I presume 
it was some of c — huddies." C 1 felt 
FELFE knew he could overhear the comments. @HOLGARS 
then asked Cc. —I "Did you know any of the fellows 
down in that place?" ¢ J answered "No." & es 
felt his answer was interpreted to mean he either did 
not know the men personally or he did not know any- 
thing about the case. No further mention was made. 


SECRET/EYES ALONE 
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At a later date f~ =1 met with? VERNER (on 


STNEOPHYE) who £[_ = says always asked too many 
questions, @VERNER was inquiring why and where Mr. 
ae _T* had been sent. @VERNER asked 
"Where is c. 2 why did he have to go, is he in 
Berlin, in Havana, where?" C J] answered "He's 
in Washington." and dropped the conversation. 


2. TSD personnel who were probably known to FELFE and 
circumstances of meeting. 


(a) ¢ a -=- TSD liaison officer in Munich 
July '57 to Sept. '62 


(b) Cc. = - TSD liaison officer in 
Frankfurt, April '53 to June ‘60. 


3. TSD personnel who were pessibly known to FELFE, 
circumstances of meeting, equipment possibly known. 


(a) CG —1 = Bilateral audio operations 
°58 to °60, SEPIA, CAMELDER, CASEVER, Mc-30 micro- 
phone, SPS-1 carrier current transmitter, SRT 3R 
transmitter, LRS-1 remote ‘switches and silent drill. 


{b) CH~ — - Bilateral audio operations, lock 
training, July ‘57 to July ‘62, UJMILL, UJPEEP, STNEO- 
PHYE. Same audio devices above (a). 


(c) LC. = - Bilateral audio operations '58 
to '62. CAMELDER, STNEOPHYE, UJMILL, DIOPIUM. Same 
audio devices above (a). 


(dj). ‘E2- . -}. Bilateral audio operations '59 

to *60. CAMELDER, UJMILL. Same audio devices above 
(a). 

(e) ££ . - Bilateral audio operations '59 
"60. DIOPIUM, STNEOPHYE. Same audio devices above 
(a). 

(f) CL cj — Bilateral SW discussions, in Munich 
late °59 with @SHUMAN, @SCHLINZ. General SW matters. 
(g) Ce 7 - Bilateral document discussions 
in Munich and Frankfurt, ‘57 to ‘61, met GMICHEALS, 
@SCHUMAN. 


SECRET/EYES ALONE 
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EE/G COMMENT: With the exceptions of &™ 4 and c. a we 
feel it is most probable that FELFE learned at least the aliases 
of fs A. 3 “2 a. 4 eA J , and definitely all 
details of the equipment and planning for the cited audio op- 
erations which were discussed with BND representatives. We base 
this on the fact.that FELFE was the responsible BND officer for 
these audio operations with the exception of DIOPIUM, and if he 
did not deal directly with the technicians on the operational 
planning, he would have been the recipient of his subordinates’ 
written and oral reports. For example we know he had access to 
sketches of target buildings and apartments obtained and/or pre- 


pared by his men, and we presume certain operational details were 
included on such sketches. 


4. Summary Comments on Compromise 


(a) Audio Devices and Techniques - Thi were a 
number Of operations which failed and EE/TSD feel were 
related to FELFE; SEPIA, CAMELDER, UJMILL, UJPEEP, 
-STNEOPHYE, CASEVER, DIOPIUM, UJHOPE, PLASTIC FAIR in 
Cologne °59. Actual loss of equipment is unfortunate 
but will not seriously affect future audio operations. 


TSD technicians used alias identities in meetings with 
the BND. 


(b) “Photo Devices and Techniques: 


There are, no known 
photo operations which failed. Equipment and technical 


exchanges have been kept to items of commercial nature. 


(c) Secret Writing: There are no known operations 
compromised, however, TSD records are dependent upon 

area divisions for reports on agent roll-ups. There 

were numerous exchanges of information with a few 
instances of inquiries where TSD did withhold information 
from the BND. Neither TSD nor MLB can. state factually 
-that these questions were given to BND chemists by 

FELFE. 


(d) Documents: There are no known compromises related 
to FELFE. A rather lengthy investigation by MLB 

(March °62 until December ‘62) to determine if FELFE 
had access to BND records of cover documentations for 
the Americans, proved to be inconclusive. 


SECRET/EYES ALONE 


-4— 








SECRET/EYES ALONE 


5. In summary TSD cannot positively identify any operational 
compromises due to the FELFE case. Working with the facts as 
obtained from TSD records we have not uncovered any serious threats 
to existing or future Agency operations. We are entirely depen- 
dent upon other components to alert us on defections/compromises 
which utilized TSD supplied materials or techniques. To our 
knowledge there has been no such information in this case. 


6. We cannot confirm whether any liaision requests from the 
BND were in actuality stimulated by FELFE thru his colleagues, 
There. were no requests so unusual as to cause concern as to why 
the BND wanted the information. | 


7. It is felt that FELFE knew of our MKTOPAZ installations 
in Frankfurt through the liaison visits by other Munich BND'‘ers. 
Certainly, true identification of TSD personnel would not be 
difficult. However, to our knowledge there have been no compromise 
attributable to these visits. 


SECRET/EYES ALONE 
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TAB E 


Damage Assessments Received from Field Bases 


The attached dispatches cover the narrative damage 
assessments done by Berlin Operation Base, Frankfurt 
Operations Base, and Munich Liaison Base. The latter is 
more comphrensive having been prepared on the basis of in- 
formation provided by BOB and FOB as well as several months 
of detailed study at MLB by C— al 
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DISPATCH 


Chief, BE 


Chief of Station, Germany; Chief of Bese, Berlin; 
Chief of Bese, Bonn; Chief, Frenkfurt Operations 3 


ROM Chief, Mumich Liaison Base 


RYBAT /UPHILL /UJDROWSY 
Damage Narrative - UJDROWY 


See Below 


REFERENCES) 


SUIBIECT 


As requested by — — when he lest visited MLB, attached is a narrative 


accownt of the deuage done by UJDROWY and, peripherally, by UJDRUM. We 


would be interested in receiving a copy of the final version which we presume 


will be prepared by Headquarters. We also would be interested in any couments 


addressees may care te make, 


Approved: | 
CO . J 


Atteehment: KYBAT 
UJDROWSY Damage HBarrative 


Distribution: 
- EE w 2 cys att h/w 
coB/a wl ey ett b/w 
BOB wl cy att b/w 
Bonn w 1 cy att hf 
FOS wil ey att _ 





INTRODUCTION 


l. Lacking om sdmiseion by CJBROUSY of the full extent of hie betrayal, it 
is nevertheless peseible te arrive at some fairly definite conelusions in this re- 
euerge from the stuty of the German and Ameri- 

lemente directly involved 
on into ite own losees. The following 


a) Dering the ‘ten youre UJBROMSY wes  otaff officer of WELL, be played 
an active bestile rele, fulfilling bis EB uisesicas to the beet af his not 
incomsiderabie ebility. 


») Re deliberately ond systeustically seught out and reperted to the KDD 
he eculd about KUBAMK and UPHILL. 


a) He ecndweted operational liaison with and reported extensively on the 
BV end LEV Beveria, aad perpetuated and heightened dissension in the UPHILL / 
BV liaison relatiouship, while wing this dissension to justify his own inten- 
sive centacts with individual BfV staff officers. 


4) Through eperatioun] maipulation he gained insight into, and rwported 
oa the Office of the Federal Chancellor, the Pederal Ministry of Defense, the 
Fereign Minietry, end the Federal Press and Information Office. In this effort 
be rea elaborate double agent operations ostensibly for UPHILL but actually 
designed to penetrate these offices fer the Soviets. 


4 2. Although UIDROWSY *s legitinate erea of ocperation for UPHILL wes in the field 
co > of Soviet CE, his knowledge of ether UPHILL activity was extensive. Aside frou hav- 


Because of his recegnised pro- 


as @ consultant by his colleagues through- 
im seme of the seusitive 


information of planed anseutive estion agnainst Soviet intelligence officers stationed 4 


in Germany, He had detailed current knowledge of the KUBARK/UPHILL liaison picture 
in Manich, Frankfurt eaf Beriis. ‘The American persomel involved in this liaison 
were known te him-those in Munteh by true identity, in some ceases in depth. He was 
F couversent with KIMARK crganisation in Germany end at Heedquarters which he. 
visited officially in 1956. ‘The seme can be said of his knowledge ef KUBARK's rele- 


. Lee * 3 
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3. There are indications that the real extent of the damage he caused may not 
lie solely in the betrayal of information, operations and personnel. His energies 
cight elso have been directed to the influencing of persons and events in support of 
longer range Soviet intelligence and psychological warfare objectives in Western 
Germany. On one known cecasion he was consulted by the Soviets concerning a psycr.o- 
logical warfare campaign of their own. However, no really definitive statement can 
be made on this subject until UJDROWY decides to admit the true extent of hia ac- 
tivity, which way well be newer. The compromise suffered must, therefore, be adjudged 
by the evidence at hand, both real and circumstantial, avoiding speculation as much as 
possible. Everything considered, there is a valid basis only for general evaluation 
of damage. A more accurate and detailed accounting must await his full confession, 
review of the end product of the 14,000 individual items of possible compromise 
being processed by Headquarters, plus edditional information we expect to receive 
from UPHILL on a continuing besis. f 


CHROMOLOGY 


h. A fairly clear picture of UJDROWSY‘'s activity for the KGB emergee from the 
examination of his UPHILL occupational history, viewed together vith the chronology 
of known losses. The years 1959 through wid-1961 sew UJDROWSY apparently expending 
much of his energies egainst KUBARK. Prior to that time he was engaged for the most 
part in reporting on and manipulating UPHILL and German agencies. Nevertheless he 
certainly reported extensively on all KUBARK matters routinely coming to his atten- 
tion. UJBROWSY joined UPHILL in ea field unit in November 1951 and had no access to 
KUBARK personnel and operations wntil he transferred to Headquarters in September | 
1953. At this point and with KGB assistance, be began building himself up in the 
eyes of UPHILL, KUBARK, the BfV and the various Federal offices, a process that con- 
tinued until] 1958 when hie position was well consolidated. Out of necessity, most 
of his attention during this era was devoted to building UPHILL operations, pene- 
trating other Gerwan offices, and reporting in depth the knowledge acquired, ad- 
dressing himself to KUBARK and other matters only as specifically assigned by the 

}, Br when time and opportunity permitted. 


ES. In 1958 began an era of active UJDROWSY interest in two major areas of 

CE operations against the Soviet target in Germany. He penetrated both, in 
one case by invitation, in the other through constant agitation through his super- 
{ors until final KUBARK ecquiescence, June 1959 sew the formalization of joim. 
KUBARK /UPHILL targeting egainst Soviet legals in the Bonn area. UPHILL participe- 
tion was enlisted te obtain etpport in mounting audio operations against the target. 
In 1958 UJDROWSY began a series of operational and political manevvers culminating 
in KUBARK agreement to effect a joint operational approach to the penetration of 
the Karlshorst Compound. In both instances UJDROWSY fed to the KGB information 
eventually leading to the compromise of everything. 


THE SOVIET TARGET IN WEST GERMANY AND FRANKFURT OPERATIONS BASE 


6. Beteablishment of diplomatic relations between West Germany and the USSR in 
September 1955 led to the formation in Jenuary 1956 of UPHILL's INDEX Steff and its 
offensive CI mission egainst the Soviet Enbassy in Bonn. Conmeurrently, the BV 
formed ite INDIGO Staff charged with the defensive monitoring of the same target. 
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Taese responsibilities were broadened to include the Soviet Trade Mission in Cologne 
upon its formation in 1995. Almest from the beginning UJDROWSY had substantial 
knowledge of the activity, end in March 1959 aseumed responsibility for UPHILL's 
effort. Prom then watil his arrest he hed current detailed knowledge of all INDEX/ 
INDIGO activity, augmented by colleteral information from other Gerwan agencies and 
liaison services, iaeluding KUBABRK., He had official eutree to all governmental, 
administrative and police/intelligence agencies of his country, as well as to non- 
official organs interested in the Soviet Bubessy and Soviet Trade Mission for politi- 
cal, economic, cultural, security or other grounds, and whose objectives, plans and 
decisions he had opportunity to learn, and in part to influence. The decision to 
attack or ignore en UPHILL INDEX target was his. To enlist UPHILL support in mount- 
ing audio operations against Soviet legals in the Bonn ares, KUBARK formalized in 
June 1959 en agreement peruitting cperational liaison between the KUBARK Prenkfurt 
Operations Bese and the UPHILL INDEX Staff. : 


7. Detectable KUBARK damage is restricted primarily to manpower, time and money 
expended in totally unfruitful sudio operations against Soviet legals over a period 
of almost three years. In the absence of UJDROWSY ea measure of success at least 
would have been possible. KUBARK Frankfurt also cooperated with UPHILL on an opera- 
tion involving o net ef GRU agents in West Germany (and an attempt to defect the 
East Germany based Soviet case officer), and on two operations designed to provide 
spotting support fer KUBARK operations against Soviet legals, and for leads to 
legal travelers into the Soviet Union. One operation involved an agent who gave 
a — to meubers of the Soviet Embessy, the other the owner of 
a C  dvureau spectaliging in © 1 to the Soviet Union. In both cases Western 
uge of these mechanisas was known to the Soviets from UJDROWSY prior to KUBARK in- 
volvement. Finally, KOBARK Prenkfurt cooperated with UPHILL in an audio eurveillance 
of the C_ —l| UJDROWSY reporting on the opera- 
tion was e continuing KIB requirement. — 


8. Techniques utilised against the Soviets were in universal use in approech- 
ing tergets of the type. Equipment used, vith one exception, was non-sensitive in 
tae eense that the Soviets most likely already knew of its existence. In the opera- 
tion egninst the Red Chinese, KUBARK expoeed ite experiments with an operational eid 


previously not knowa to the Soviets, the "pipe-pusher.” Although the KGB presumably 
already knew of the existence of a large KUBARK staff of technical people in Prank- 
furt occupied with activities other than joint operations with UPHILL, they certainly 
obtained through UJDROWSY ea elose impression of the KUBARK technicians involved in 
the joint operations, ead their proficienay with the equipment they used. 


9. The avenues of operational approach to the Soviet target in Germany dre 
reesonably predietable to the KGB because of the nature of the Soviet representation, 
and the inherent Soviet security measures universally practiced. Nevertheless, it 
must hawe been of considerable aseiatance for the Soviets to kmow in depth precisely 
where, how, end by whom they vere being attecked, To the extent that Western at- 
tempts to attack the Soviete in this erea vere coordinated with UPHILL (and most of 
them vere), the KIB through UJDROWSY conventently monitored and effectively blocked 
moet attempts to approach their installations, and had ebundant opportunity to 
neutralise any imcursions nearing sensitive ground. 
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10. Fortunately, eee ee ee ee or programs lost through JJDROWSY 
can be judged peculiar te EIBAMK. Te reiterate, the tangible KUBARK losses suffered 
through Liaison with UPHILL om these operations are restricted to the aliases and 
descriptions ef the KRBAMK effieers invelved, plus the tremendous waste of wan hours 
deveted to an operectows) progrem souitored hy the KDB froe ite ineeption. 


1]. Pinally, not strictly « Western lose, but e definite Soviet gain is implicit 
in the compromise of the elanfestine telephone taps on the Scviet Embassy and the 
Soviet Trade Mission witeh feeus4 a part of the operational program. Aseuming the 
KGB was kept currently iufecued of the operational product, the seeurity of the Soviet 
installetions wes well estured. Ju addition, it ean be documented with eertaiaty in 
oe See See ee eee tee eee Denes ee ee See es ee 
leeding inforumticn whieh ebeaured the fact that UJEROMY had betrayed West German 
plane to eggrehesd 6 BIB layai. eee, ee a eee een nee rename) eee ecaed 
in other eases es vell. | 





12. URINEUET owichad 2 cqnecrted effort 14 1958 to gether datetled inform- 
tion sbeut the KIMABK effert to penetrate the Soviet Karlehorst Compound. He ex- 
appanage Riana eet ee ee ee ee ee ee 
being briefed by KERARK Se ee Ian July 1959, KOBARK 
vas forced to turn over to UPHILL a promising lead which, in September 1999 becexe 
UPHILL's first viable penetration of the Karlshoret terget. Subsequent KIBARK 
UPHILL agreement te establish an UPHILL case efficer within the Berlin Command coe- 
pound for daily consultations on the operation, end on cther joint planning against 
the Karleberst target, gave UJNROUBY legitiuste aecese to information which gradually 
resulted in the neer neutraliaation of the XUBARK effert. 





13. KUBARE Berlin lessee in teres of tangible sseste and techniques are cou- 
siderable, but it is net believed the KGB, es a result of the compromise of the 
Karlshoret Coupouna operation threugh OJDRCUSY, could have ecequired valuable in- 
sight inte everall EUBARK pregreming end planning. The operetions were classic 
in mebures the eggrench ene that bas steed the test of tine, and utilised extensively 
by the Soviets themselves, Bi temedtate anf Leng range objectives of the Kerls- 
horst operation evuld easily be divised by the Soviets who 414 not need UJEROWT 
to tell them KUBARK was priwaeriily primarily interested in the defection or recruituent of key 
Soviet personnel dad, sianul: » in establishing a facility through whieh 
Soviet intenticas saat pap Papers eould have made hia# most valuable 













§ 
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ye Although no uniquely KUBARK operational plans, progreas, and techni ques 
were exposed to the KUB threugh UJUROWEY, there remains the possibility that in 
one respect a coubiention of UJBROWSY revelations and fallacious KGB reasoning could 
have a detrimeatal effect on werlé-vide KUBARK operations egninst Soviet targets. 


Gentities of post KUBAMK staff personne) 
od of eight years, UJDROWSY hese admitted 
the essvmption that be betrayed all of 
) were exposed. Addresses, telephone 
of the KUBARK officers were easily available to hia, 
He was couversent with the mechanics 


regularly poctegraphed weaterial in his office, it must be asewned the KUBARK docu- 
meuts were inclefed, Gertatuly be bad the inclination to accomplish as mach as 
humanly possible fer the Soviets. Through the years be hed direct access to over 
700 pieces of cerrespendenee vinieh went te hia and to his section, amd good poten- 
ee ee eee eee ee eee oe The memoranda contained 


» and transmitted KUMARK CZ 
as a vehicle to extend his 


in 1956. Lacking a precise record 
of wnat occurred there, Munich must defer to Headquarters to assess any damage 
caused through the briefing given hia, and through his expoeure to KUBARK personnel 
Suffiee 1% to say, it is certain he reported thoroughly to the 





, 


ee 


THE COMPROMISE OF UPHILL 


18. The damage caused UPHILL en4 the German Goverument through a KOB pene- 
tration at a high eceess level ever a lang period of time must also be cousidered 
a direct KURARK loss. Iscubated, spawned and carefully aurtured ty KUBARK, UPHILL 
has represented ea aajor KUBARK comed taent in Weet Gerwany for fifteen years, and 
any consideration of ite security and effectiveness must realistically be viewed 
accordingly. 


Attachment to BOMA-5960k, Page 6 


19. The UPHILL CR exrggniestion never had a single success worthy of mention. 
Altnough this was aue in part to incoupetence, the primary reepousibility from 1953 
on was directly Que te UJDROWEY. His tentaeles extended outward frou CE to enbrace 
much of the rest of the UPHILL organisation in Germany, most notebly Positive Opere- 
tions, Political Collection, Seurve Control, the Central Index, and large segnents 
of the field organisation tunelvéing the Bonn and Berlin liaison staffs. Wherees 
the average UPHILL officer ef UJDROMIY‘s level and position would have a nore re- 
stricted view of the tetality of UPHILL activity, UJDROWSY deliberately, methodically, 
indeed brasenly, extended his aseeas to the point where one can only wonder how he. 
was able to get away with it, UPHILL rules of compartuentation being what they are, 
In addition, his infiltration of large segments of the rest of the German Goverment 


can only lead to the conclusion thia frenetic activity was for the KOB, not for 
UPHILL. ; 


20. Paced with evidence that UJDROWSY compromised almost everything he deemed 
important, restricted in his activity only by time and physical limitations, the 
comprouise factor must be viewed in term of his extensive access, and in face of 
firm evidence he cousistently passed to the KGB voluminous material on Minox filz 
and magnetic tapes, by S/W letters, and orally at personal meetings. 


21. The compromise of the Western offensive and defensive CE effort against 
the major Soviet targets in Germany bes been described elsewhere. UJIDBOWSY also 
informed the KGB ef UPHILL CE cperatious against the Satellite nations, including 
Raat Gerwany. The degree ef ceupromise in these ereas has not yet been determined, 
but it is believed extensive. It ia sufficient to say that the entire UPHILL CE 
effort bas been notable for its complete lack of success, and that in large pert 
this aust have been due to the activities of UJDROWY. 


22. The identities of UPHILL staff personnel, their positions, scvements, and 
addresses were extensively reported te the KUB by UJDROWSY, who also was always 
quick to respond te KGB inguiries on specific UPHILL officers. Although not possible 
to estimate the number ef those compromised, it is likely that few, if any, key 
personnel in headquartere sad in the field escaped his attention, and that the con- 
promise is extensive and universal - eighty per cent might be a sefe estiuate. 


23. UJBROWSY was in a position te comuprouise to the KCB all Zest German sources 
of the UPHILL Positive Operations Group. He had in his possession an UPHILL Optik, 
a scheuatic prepared by the Source Control Group indicating on an intricate chart 
the location and eetivity of all UPHILL agents in East Germany. Combining the Optik 
with the UPHILL reference and address files to which he had direct access, he could 
collect data eusbling the Soviets to identify the agente. Although UJDROWSY had no 
access to the UPHILL agent card files, his personal notes indicate he and the 
Soviets knew how to distinguish eards referring to agents in the general reference 


index and eddrese files, ana it is assumed he probebly was systematically loceting 
same. 
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2h. ‘There is substantial evidence, inclufing partial self-efmiasion, that 
UJDROWSY @14 extensive checking of the UPHILL Index and files for the KUB. The 
damage potential inherent in this situation is ebvious, but cannet be assessed. 


A 
25. Comprouise suffered wy other UPHILL elements is not as readily defineble, { 
but be was rather widely consulted, most notably by the Political Collection Group, 
and occasionally by UTILITY, who in at least one instance sought his advice and as- 4 
sistance on an operation he persounally directed and considered sensitive. In addi- 4 
tion to his other Guties, GJBROUSY was the UPHILL officer responsible for consulting % 
with mewbers of the BTV and SG on security enses involving the Federal Ministries, 
and as such end of upecesity was reqaired te eonsult with the hierarchy of his ow 
organisation. Rumetieattes: ef hia eperating asthode leads to the conclusion very 
little of UFHILL remained completely wecovered by UIDROWSY, eithough this coverage 
in many cases provably we spetty. 





COMPROMISE OF THE INPERIAL SECURITY AGESCIBS 


26. UJDROWSY head offietal access to the BV, all of the LfVs, and to the SC. i 
The total compromise of the BfV defensive effort against the Soviet target has been * 
outlined elsewhere, In edditica, he eysteuatieally photographed for the KUB the 
BV product, inclufing the segthly reperts, and the reports on Monitoring of Agent 
Radio Activities. Taking full efventege ef his many official contects in the BV, 
he used his periodie visits to the BV to gather operational information outside of 
his legitimate sphere of interest. In this respect, a good example of the brazen 
extreme to which be would go ia to be found in the fact he carried a tape recorder 
on his BV visits, end solicited from bis BY contecte the opportunity to record 
messages they aight heve for cther persons in various sections of UPHILL 


« He af- 
forded the LfV Bevariea like treateent, and to ea certain extent probably gathered 
information from the reaninder of the LIV complex. 
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OTHER COMSIDERATI GMB 


<7. The Soviete, through UJURGMSY, must heve compiled throughout the years s ie 
comprehensive body of information on KUBRQEK and German intelligence and security 7 
personnel, on their erganisations, installations, wodus operandi and targets, and it 
on tne mechanics of their inter-relatienships. Even assuming they heve other pene- = 
trations in the Geruaz intelligence anf security commmity, the Soviets over a per- 
iod of eleven years could have cbtained threugh this agent alone enough interesting 
and accurate information to wmileash a major propaganda campaign ageinst American and 
German espiouage activity based in West Gerwany end West Berlin. That they heve not 
done so during the nine nonths that have elapsed since UJDROWY‘s arrest probably 
means they will wait for em apprepriate movent when, for one reason or another, it 
will no longer be necessary for thea to protect UJDROWY. This most likely will not 
happen until sometine after his trial and conviction, which probably will not take 
place before the spring of 1963. 
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28. A good example of material doubtlese in Soviet possession, and having 
excellent psychological warfare potential is to be found in UJDROWSY ‘es UPHILL 
files on INDEX cperations. These contain detailed reporting ou all conferences, 
agreements end eeesures taken by UPHILi and the Western intelligence services on the 
one hand, end by the respeasible Federal agencies and their subordinate units on 
the other, regarding the unteer ef clandestine telephone tapping of Soviet installa- 
tions in West Germany. The files eutline in detailed documentary fore the mechan- 
iow UPHILL used to realise its ebjectives - objectives undertaken on direct order of 
the Federal Goverunsnt, enii effected in sceret cooperation with high governmental 
officials, goveruental agetefes, ead with ellied intelligence services, nost 
notably KUBARK, UJDROWSY hes edeitted the KGB head a particular interest in the 
cooperation of the West German and allied intelligence services with the various 
Federal offices. Although he has not edmitted passing this material to the KGB, it 
ies unimagineble that be aid net do so. 


wie ausses Spiga segues dae = 
+ eran ie Re ae ie, Set ithe re ee 


fF tee AAR eae 


THE DOCUMENTATI Of 
29. The major documentary sources for this narrative are: 
a. The German and KVBAM interrogations of UJDROWSY. 


bd. UPHILL's study of their own losses. Those items bearing on KUBARK 
operations end security ere being given to us piecemeal as they are completed by 
the UPHILL damage staff. Some cof the usterial already hes been forwarded to head- 
quarters and other KIBARK e@f@ressees. Other unaterial in our poseession will be 
forwarded in the near future, now that the field phase of the damage assessment has 
been completed. Hereafter, the product of UPHILI damage staff reseerch will be 
sent forward es it ie received. We deuwst UPHILL will prepare ea final damage narra- 
tive, end if they do, dowst even sere that KUBARK will receive a copy, 


niet SA ce ah aa nian ey LS 


 ¢. Hard fect and iupreseions gained from the deteiled and painstaking study j 
by L_ —1 with the asaistance of other members of the Munich Liaison ° 


Staff, of pertinent field files, culminating in the production of 14,000 individual : 
items of possible compromise. : 


a4. Damage narratives prepared by Berlin and Frankfurt Operations Bases. 
A WORD ABOUT UJDRUM | | 


7 Saas H : 
We a eh en eat ye 


30. No mention of UJDRUM was made in this paper for the sake of simplicity, 
and because his role, although not ainor, certainly was secondary. However, he 
was a KGB penetration of UPHILL even longer than UJDROWSY, was UPHILL's leading 
surveillance expert, and was vorking in UPHILL's major CE field base for the past 
five years. He wes in a position to report to the KGB considereble CI and opera- 
tional informatien eupplementing tbat provided by UJDROWSY. He nicely rounded out 
the team that effectively provided the KGB with almost full coverage on UPHILL's 
CI and CE aetivities, not to mention the considerable insight provided on other 
UPHILL operational setivities. | . 
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DISPATCH © 


TO chief, MIB 
imFo 


Chief, KE 
Chtef of Station, Germany 


FROM eaTe 
Chief of Base, Berlina 17 July 1962 
SUBJECT 













Opera tdenal/CART/UKDRONSY/RYBAT eo Si a 
ee re INDEXING CAN BE JUDGED 

None, for your iafermtien. Ed SY QUALIFIED HQ. DESK ONLY 
Rar cRENC EA 


EQOA-17657, 22 May 1968 


1. To eatisefy the brunt of the requirement levied in reference, we are 
attaching te this dispatch a BOB 
during her recent TDY im Berlim. Vile the attachment is net narrative in style, 
we believe that me ether format weuld se grephically detail the sum and substance 
of BOB's actual lesees resulting frem the UJDROWSY compromise. 





2. The min problem confrenting an analyst attempting to compile a listing 
of definitely or prebably eenmprenised —] agents, is the queation of how such 
time UJDROWSY oan have had te trace AERMZDUS empleayees on behalf of the KGB. Until 
we have evidence te the eentrary, we feel that it must be assumed that (a) the very 
fact of their empleyaent in or access te the ARMIDUS complex autemtionlly made al) 
Cc . of interest te the Seviets; (b) that the Soviets would have taken 
advantage ef USDROUSY’s naecsen te request routine traces on all — 2 and (c) 
that suah tracing hy BJIRRONSY weuld have compremised all of those —. —7 who 
were traced with UPEKLL -- ineluding these who were traced with UPHILL befere KIBARK 
and UPHELL decided am jeinatly operating against AENTDUS. 


3. Although our lesece in term ef tengible assets and teemiques are 
considerable, we doubt whether the KMB, as the result of the compromise of the 
AEXIDUS operation via UJDROUSY, eeuld have acquired valuable insight into overa)) 
KEBARK and pleemiag. The operations rum against AEMEDUS were classic 
in all respects. steed the test of time and that ms 
been used extensi relied te a large extent 
on refugees for ow leads mut in ether parts of the werld such individuals would 


Soviet insteallatim.” Tf 
















wou 

emai leng-range objectives of AEMEDUS could 

also be easily divined hy the Seviets; aud again they did not need UJDROMSY to tell 
! in 


valuable contribution by previding 
operations sad with a key te 
the target. : 


the 
4. There is, hnevever, the peesibility tit 


: 
| 
2 


world-wide KUBAMK eperations againet Seviet targets. In apprising the KSB 
scope of KBBARK's csumitaent (in terme ef mapower . 
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eperations against an installation in a relatively 
; Go even more agsinst installations in aress not 

em the part of the KOB could cemceivably have 
resulted im a gememal tightening ef the stendards in Soviet installations 
throughout the werld, imeressing the handiesps confrenting KMBANK, OCORNVY 
and friendly lieiee serviess in their wirld-wide operations against the Sevicts. 
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I. 


ATTACHIGNT TO EGBA-73024 


UIROMSY direct through (© 72 — _] eperation, 
S a ie st Gs + C2 ca Garrently used 
for lew-level refugee devrief ings. 


USEROMBY direct, C per ied i al 

q _—l tf be fa te be considered hestile contralled. 
2: 3 met there omce in April 1959. QGurrently used 
fer lewelevel refugee deodriefings. 


) . (Derminated). 


4 ) ¢ _) ast here ance on 12 August 196. 
‘(Qurrently being used by the Sev Kloo Branch). 


GJERONSY since leaned to UVRHIU for 


Co 

eps interest te BOB late 1958 to UPHILLANDROMBY. Met 

freqeemtiy in hie early enreer as a BOB agent in 1957 in FIELD. 
) wee there alee in 1958, but it fs questionable | 

uhether the senile eld ann could remember the address by the 
26 
) 








SAPEHOUSES (centinued) 
CAKE C 6 sd):seepesration. (Terminated). 
Others briefly knem to ( ) a, 


STORE , >) eet there once. (Terminated). 

SLAUGHTER ) met there once. (Reassigned to MIG). 

WHEEL ) wet there twice in 1957. (Qurrently in use) 

LOTA C ) met there three times late 57 and early 58. 
(Terminated) . 


e USDROUBY was oriefed to the effect that we employed 
our agent mectings and that safeheuse keepers were 
used. whe normally resided en the preauises. 
INSTALLATIOS 
l. 
2. GBORD's office lecated inside the BC Compound. 
3. There is, of eourse, the poesibility that UJDROWSY may have spotted 
ome of the liaisen officers coming in or cut ef the BOB office 
at ome ef the times when he was inside the BC Compound. This oan 
net, hawever, ve verified by any info available in current files. 


TIT. ACQOODOATTOS ADRESSES 


| 


, 
_ 
Z 
7 








= 
(Assigned to ( ) ( ; wh ) 
ae 
7 | 
(Cancelled) — 
‘= J 
(Assigned te C } ( ) 
(Cancelled) 

¢ The acocmedation addresses above currently in use have been 

appropriately . 

TV. BOB SPAPFERS (Past and Present) 
C ) = UJDROMSY direct 
4 ) - UJSTROWSY direct 
) - UWUJDROWY direct 
( ) - UJDROWSY direct 
C / ~ UJDROWSY direct 
C ~ te @BORO - pesaibly indirect then to UJURGWSY 
C ) ~ WDROWSY direct 
a ) @ @nly in first name to @BORG - probably pessed on 
to UJDROMSY, and UJURONSY oould have oalled for 
her when he was here TOY during early Auguat 1960. 

4 ) - true name to @BORO and possibly to GJDROWSY 
C ) - true neme to @BORO and possibly to UJDRONSY 


Others threugh cempremised cases: (1.¢. ones in which UJDROWSY know or 


ighly suspected to have compromised the 
agent ) 
C ) 
CY 
C ae 
C 
a 5 





Others threugh eompremised cases: (oontimied) 
C ) 
C +) © believed compromised under cps alias (unknown which one 
he used) thru liaison with UPHILL om CARECOVER case. 


Commo and FIJTTER cperetors: 
C 
2 

( ) 
C 

€ 


V. CASE. OPFTOER ALIASES BEunt 


C 2 C ) 
C ) Ce as Ee 
Cc oy ( ) 
C) C ) 
6 2 C) 
c 2 ( ») 
¢ ) CS 
| C ) c ) 
: C ) ( > 
VI. TELEPHONE pRGERS. 


7% 5196 @BORG mmew muaber, |. 1 (Currently in use, will de 
| terminated) . 


5385 Given te USIROWSY. (No further ops use contemplated). 


6779 | IC D> ¢ > € r¢ ) 
(curmemtly in use). 


6391 @RORG's BOB switahboard maber, know directly to UJDROWSY. 
(Te be cancelled). 


ate Fe ee 


@BORO‘s effice phone in the BC Compound. Known to UJURUWSY. 
(Gancel led) . 3 


we a) amy 


6613 BOB admin mumber given te @R0RG for contacting Lapolla and 
| Opleski in an emergency. Probably known to UJDROWBY. (To be 
| eancelled). | 





6278 Known to UJDROWY. (Not currently assigned. Will be terminate:). 


\ 632) Number issued C >» € > wno may well be under nostiie 
eentrol, and also CARECOVEN oase where it went direct to 
; UJDROWSY. (Currently in use). 








VII. , 


TELEPHONE NUMBERS (continued) 


89 1378 Oplaski heme telephone nuaber in possession of @B0RG. 
May have come to UJDROWSY's personal attention also. 

OPS LICENSE PLATE NURGERS (Comeent; This is not complete since many 
ease efficers did not note down the rmumber of 
the vehicle they were driving.) 

Boles - © > Opel 

B CJ T1I9 o ) 

BwTss - © oO 

B AZ T% - ( ) \ Paame 

B MS G6&3 - © Tawa ~ he is etill using this number which 

ble thru. ( > operation and probebly 
alse ¢ ) | 

Qnes knam or believed destreypad: ee ee ee a eee 

. ear. 

B EP 256 

B AX &73 Both on GBORG's Pargwerd 

B A Sl 

B CL SAa 

B AE 154 All fer GRORG's Wi and destroyed December 1961 

SOO RAR 


SW cutgeing carbon £10886 
One time pader ao 
a 
(The abeve all issued te CAGKY<4 (ABOOREEL-39) 


Note: There are two BOB 2eway W/T seta inside Kast Berlin which were 
t{ssued tt © >) an ¢ ) and eached for emergency 
purposes in the vicinity of their sun.er acttages. There is no 
evidence to date that either of these has been compromised by 
UJDROWSY so the sets canmot be listed on this tally. 


INTELLIGENCE REPORTS 


All went either directly to UJDROWSY or he had easy access to them. 
All were based on info received fram C 5 eources — ani [ 

> and comprised our info espeoctally during 1958-1959 and again in 1961 
of indications of Soviet moves and actions within East Berlin. 


1958 6 
1959 Zz? 
1960 22 
1961 21 
TOTAL 76 








X. BOB POS ATERTAL 


It is imposaible to estimate the vast miumber of traces furnished to 
UPHILL which eould have come to the direot attention of UWDROWSY. 
Inrmmerable ones were passed in connection with the ( \} (UPIILL's 
C > qase where UPHILL source's info was either confirmed or correctec 
when in errer. Te this mst then be added the volumes ef the UPHILL 
Karlshorst study which were traced through our files and again the info eith: 
confirmed or eorrected where in errer. Little of this lends itself to the 
damage ingut aheet. Where possible and valuable it was inputted. 


XI. 0 AND TARGETS 


Since UJUROUSY was personally briefed on BOB targets of interest in 
Karlahorsat, he ani the KGB were rather thoroughly aware from mid-July 1959 
on of what we intended and hoped to acoompligh in that field. Tne size of 
the ABNIDUS staff was compromised to him, the nethod of operatian for the 
BOB switehbeard, certain MO principles employes and eventually the “08 
probably became aware of all of the officers who worked on the AZNIDUS 





target. : 

XII. AGENTS DEYDOFELY TIPPED TO_VIDROWSY 

C ) Identified early 1959. Waa already cut in West Germany. 

C ) Identified as BOB agent September 1960. Arrested 20 July 
1961. . 

< | ) Tdentified asa BOB agent 1 Marah 1961. 

C 

¢ ) . Idemtified as BOB agent July 1959. Allowed to remain vy 
KGB, access to info steadily blocked. Refugeed Ootover 1900 
and resettled in West Berlin. 

C ) Traced her November 1959 indicating ops interest. Admitted 
September /Octoder 1961 she was our agent ~- by then she had 
oonfessed to having been run into us by the MfS. 

C ) BOB ope interest tipped to UPHILL November 1958. Agent’. 
actions espeotally during 1969/61 led us to believe there 

was a good chance he was a double. 

C A Tipped directly when notified UPILL in April 1961 we 


C ) would make aur approach to her in June. 





: | AGENTS VERY PROBAMLY TIPPED TO UJDROMSY 


( ) Through indicating ops interest in ¢ > who 
| C } breught us in contact with hin. 
C ) OSOROWSY may have beeome aware over the years that she was 


a fermer agent of ours. Since resettled (circa early 1958) 
in West Germany. 
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1. FOB liaison with UPHILL units on an operational basis was coamenced 
and formalized in Jume 1959. ‘The purpoee of establishing this liaison relation- 
ship was primarily to obtain UPHILL support in mounting sudio operations against 
Sowiet legals living in the Bemm area. In preetiee this cperational liaison 
developed inte a relaticonghip with one UPHILL officer belonging to its 
Dienststelle 24 in Prenkfurt/M, @DORN, and the so-called Index Staff in Koeln 
as represented by a total of sewen of its staff employees. in addition, knottier 
problems ealling for poliey deeisione or UPHILL services not within the competense 
of Dienststelle 24 or the Index Staff were discussed direetly on an ad hoe besis 
with UIDROWSY, Such meetings hetween UJDROWSY and FOB offieers took plaee in 
one of three plaees: in Munieh as sponsored by MLB, in Prenkfurt at a KUBARK 


safehouse located at Wiesenen 57, at various publie eafes or restaurants in the 
Bomm-Koeln aree, : 


2. The period of this operational liaison activity between FOB aad UMTLL 
lasted from June 1959 tiuveugh October 1961. Co-operation with @DORN of the 
UPHILL's Dienstetelle 28 in Prankfwrt was almcet exlustvely on matters pertein- 
ing to the CARRCOVER Operation, thick involved a net of GRU agemtas operating in 
the Fedrep, Monitering this operation became a liaison nightmare in that 
certain portions of this net came te the attention of the LIV Rheinlané-Pfral:, 
the LfV Heseen, the BV, the BD, KUBARK and US Military intelligemce organi- 
zations. KUBARK ultimately aseepted and performed the rele of senior ecordinator 
for this operation until ite executive roll-up during the early fall ef 1960. 


3. Later KUBARK alee sade an attempt to defest the GRU officer who had 
been responsible for rumning the agent net in the Fedrep and hed been doing 
this with wanten disregard for aceepted clandestine operational prineiples, This 
eapreoech ineluded a $50,000 eash offer to the GRU offieer if he would defeet to 
KUBARK. The fact thet KUBARK eonsidered such a defection to have so high a 
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cash value was estounding to the UPHILL cffieers invelved, GDORN and UWDROWSY. 
Since KUBARK’s willingness to offer such a cash reward was indicative of its 
policy towards Soviet intelligemsee personalities, this policy certainly became 
knewn to the RIS through GJIDROWSY. As stated KUBARK'’s maift role in the 
CARECOVER operation was, however, primarily that of senior ccoordinater among 
the services involved, This fast plus the degree to which KUBARK was suceccse- 
fully able to perforw this funstion is alse kom te the RIS through UJDROWSY. 


4. We do not feel that other noteworthy indications of KUBARK modus 
operandi, capabilities, or plane were betrayed to the RIS through KUBARK liaison 
with UPHILL’s Dienststelle 2%, One mst bear in mind that the CARECOVER operation, 
if one disregards the access it offered to a seemingly vulneranle RIS officer, 
basically consisted of extremely low-level agents. Their handling did not 
require the use of operational procedures not alreedy well know to the intel- 
ligemce commmity--both East and Vest, 


5. As we have said, dealings with the UPHILL Index Staff loeated in Koeln 
were established to faeilitate audic operations against Soviets residing in 
the Federal Republie and consentrated in the Bonn area. Efforts aimed at 
initiating these operations resulted in the expenditure of a great amount of 
man hours of both KUBARK and UPHILL case offieer time, None of the operations 
attempted produced intelligeme, operational or otherwise, of any value, 
perhaps Que in part to UJDROMSY’s knowledge of them, In these atxiio operations 
UPHILL supplied operetional support in terms of obtaining listening posts, 
providing surveillanee, piyeieal deseriptions of the targets, eto. KUPARK's 
contribution, without exeption, someiated of providing techmicians and equip- 
ment for the miio installation itself, We are assured by MKTOPAZ that one 
mist assume the RIS was already aware of the existame of all the auiic equip 
ment used in KUBARK cperetions eseemplished jointly with the UMULL Index Staff. 
Prom theee operations the RIS weuld have learned through UJDROWSY the stress 
KUBARK places on sush operations in relatively “eenmtrolled” Western areas of 
operationa. The RIS would alec have developed some respect for the difficulties 
encountered by a Western IS eperating in a democratic operational setting. 


6. Prom a techmieal equipment point of view, we ean assume that the RIS 
learned little new about AIS teshniques through UJDROWSY. It would have learned, 
however, that KUBARK has a large staff of technical people stationed in Frankfurt, 
presummably ceeupied with astivities other than joint operations with UPHILL. we 
cannot imagine whet further insight the RIS might have cbtained into KUBARK plans, 
cabilities or operational asaestse through POS liaison with the UPHILL Index Staff, 
assuming the KUBARK perecemel iuvelwed restristed their cenversation with UPHILL 
Staff menbers to the operational business at hand, 


7. FOB also cooperated with the UPHIIL Index Staff on an operation directed 
at © ) legals in the Beem area. This operation by virtue of the 
diffieulties in cbtaining a suitable listening post for it ultimately involved 
the ( ). and ( ) and reeulted in untold Liaison and coordination 

Again in this operation UPMIILL supplied operational support while 
imstallation and supply the equipment. The 
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9e In addition to eudie operetions, FOB dealt with the UPHILL Index Staff 
on several operations designed te previde spotting support for KUBARK operations 
against Soviet legals in the Pedrep and for leads to legal travelers into the 
Soviet Union. The first type of eperation is represented by © ) the second 
by the © ) operation, 


10. TheC  ) operation imvolved a singleton agent in contact with certain 
) 


ll. The ( > operation inmvelved a singleton agent running a © 
\ specializing in ( ) te the Soviet Union. KUBARK: again discovered that 
agent was also in eontact with UPHILL and reeeiving dual salary. The case 


to go to the Soviet Union using the services 0. >. 
of ) as a spotting mechaniem was know to the RIS from 





and the inherent seeurity measures presticed by the Soviets, the avenues of 
eee ee ee ee We suggest that 





15. To be eure, the RIS chtained a closer iapression of MKTOPAZ teehnicians 
involved in theee joint operations and their prefieiency with the equipsent they 
use. It seems likely, however,. the existemee of MKTOPAZ in Frankfurt was know 
to UPHILL emd preeumbly UJDROMSY threugh nermal liaison condusted in this field 
via MIA, 


14. Examination of the limited number of contact reports still available on 
FOR/UPHILL case officer eenteets frem the period in question revealae that the 


involved with tremspertation ef a elethes cheat with consealed tape resorder 
from Prenkfurt to Boe and csiailer estivities. We eannct imagine that the RIS 
found this information particulerly 


15. Te operational plans end techniques used by FOB and UPHILL against the 
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Refs: Ase EQOA-17657, 22 May 1962 
Be. EGPA-37527, 3 July 1962 


1. Reference B gives a general summary of estimated damage suffered 
by Frankfurt Base as a result of the KGB penetration cf the BND, UJDROWSY. 
We felt that it might be useful to discuss in a bit more detail the effect 
of the UJDROWSY penetration on POB operations targeted against Soviet per-~ 
sonnel station in the German Pederal Republic. This particular aspect 
should be examined move closely in order better to plan for the future, 


2. KGB Know) of KUBARK Ba ound Information on Soviet Target 
Personalities tient — 


a. The majority of positive identifications of Soviet intelligence 
officers available to Prankfurt Base from KUBARK files originated with 
Soviet defectors; the next largest oontributor to this field of information 
was FJNOCTURE; the smallest proportion originates with unilateral operations. 
It has been the practice in liaison with the BND for KUBARK to provide 
identification of Soviet personnel, stationed in or visiting the Federal 
Republic, as intelligence officers on the basis of defector reports and 
FJIOCTURE information. The BND has prepared a Handbook of Soviet Officials 
in the German Federal Republic which is revised regularly so that it pre- 
sSemts a current listing of BMD information on the individual Soviet officials. 
The 83ND Handbook would appear to contain all information passed to the BND 
by KUBARK. 


b. In view of UJDROWSY's intimate connection with BND Soviet 
operations and his statement that he photographed every document of any 
interest for the KGB, we have to assume that the SND Handbook of Soviet 
Personalities in the Federal Republic and any changes or additions to it 
were passed to the KOB on a continuing basis. UJDROWSY has not admitted 
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to having identified the information originating with KUBARK as such, but 
tne KGB would have little diffieulty guessing the source in tne case of 
C ) end () or PJNOCTURNE. The NOB is tien aware of two funda- 
mental factors in KUOBARK operations against the Soviet target in West 
Germany: a) NUBARK intelligence on Soviet personalities originates to 
a large extent with defectors and previously with PJNOCTURNN, and b) the 
KUBARK intelligenee is shared with the BND and probably with other derman 
services auch as the BV. 


0. The leads obtained by FOB from UJDROVER and the audio oper- 
ations directed against Soviet installations may well have been worthless 
at the outset due to Bev ioe So Eaaee aseumption that all individuals having 
more of leas eontinming Soviet officials would have been pre-e 
viously recruited by the West German services and that all telephones are 
monitored. It should be noted, nevertheless, that the KGB was given irre- 
futable evidense that not only do the West German services use these methods 
but, of greater significeemes, they 
Purthermore, the KIB was given an 
operational interests betreen the 
that both serviees had access 
is the case o1 ( >_ a rether 


noted with interest the eressing of operatonal wires between the BND and 
KUBARK and were interested in learning which service had priority in ex- 
ploiting operational leads originating with the UJDROVER material. (The 
BND enjoyed the dubious privilege of retaining the full services of | ¢ ) 


The above is a very brief review of the type of KUBARK informe- 
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approach to a Soviet target personality wae planned based 


fee POB plaming, illustrative of KIUBARK 
propoeed approach to Vaselliy Romanovich 
recapitulate briefly, SITNIKOV was identified 
by ( the latter's defection in Vienna in February 
1954, as the chief of the U.S./England Section of the KGB Rezidentura in 
: about two years as of 1954. In Jamary 
1959 1t was learned from a BEV list of Soviets requesting German visas that 
te the Soviet Babasay in Borm. The information 
mente befere the publication of the Life magazine 
g@aheequent book. Coenrdinated for 
indwece a defection or to offer harrase- 
| Both 


aperecadh 
opinion in Headquarters wae that the propaganda value of 
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articles and book would be redmweed if the to 

approach to SITNIKOV as a prepegamda counter-measure. We must asagume 
for the record that the KIB, inf 
discussions; thet the knew 

infowmation; thet the knew both West German services were involved and 
what role wis to be played ty each in the operation; that the 

formed of the finemeial and cther comitaents 
including the care of SITNIKOV'’s family, etc. 

July 1959, having served a secant six months of his tour. 


i 
, 
: 


: 
E 
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c. The case of © ) was cited above as an exemple of an oper 
ational lead obtained from UJUROVER material. Although this is not a new 
type of operational aetivity, the KGB obtained evidence vie UJDROWSY that 
the BND was sharing with MUBARK the aaterial from UJDROVER in the Federal 
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UJDROWSY was a KOB penetration cf the BD, we have been attempting to 
rebuild, by means of unilateral cperations, reporting sources with access 
to the Soviet official ecmmamity and (hopefully) kmowledge of Soviet 
intelligenee operations in the Pederal Republic. This is and will be a 
slow, proeées for two reasons: a) the UJDRONSY experience has taught us 
that we must basieally aim at unilateral cperations, even though coordina 
tion with loeal serviess provides certein dhort-cuts, and we shall continue 
to have to work with liafeom on some espestea; b) the KUB can anticipate 
many of operational movement if the same pattern is followed as has 


om 
been in the past eight to ten years. 
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TAB F 


Paper Prepared by the BND for Presentation to the BUNDESGERICHTSHOF 


The attached paper was prepared by the BND for the Bundesge 
richtshof, specifically for the use of the pre-trial judge in 
his interrogations of FELFE and CLEMENS. The paper presents the 
history of the BND INDEX staff, outlines,the FELFE and CLEMENS 
roles in betraying the activities of the staff to the KGB, and 
summarizes the KIRPICHEV ana@’PRIPOLTSKV cases, documenting how 
FELFE betrayed the former and how, despite his denials, most 
probably betrayed or attempted to betray the latter. 


Section V, paragraphs 8 through 13, concern FELFEts attempt 
in late May 1962 to smuggle out of prison, a summary of the 
operations involved in tapping the telephone lines of the Soviet 
Embassy and Trade Mission in West Germany. 


The briefing paper goes into considerable detail in pointing 
out how the Soviets, through FELFE, were not only able to protect 
the security of their personnel and operations in the Federal 
Republic, but were also able to a certain extent to direct the 
course of the counter-intelligence effort against them often 
calling the shots of the Western services. 
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The Esctablishi of and the Mission of the INPEX Staff 





1. The establishment of diplomatic relations between the Federal Govern- 
ment and the Gowernment of the USSR on 9 September 1955, which in January 1956 
led to the first preparatory measures connected vith the opening of a Soviet 
“mbassy (hereafter referred to eas SE), resulted within the UPATLL Headquarters 
following lengthy preparatory studies and conferences, in the grounding on 9 
January 1956 of the INDEX Staff. *This staff was entrusted with working out all 
intelligence questions srising within UPHILL, with regard to its mission from 
the Federal Government, resulting from the establishment of a Soviet Embassy ir 
the Bonn area. The BfV organized an “INDIGO Staff” with a similer mission at 
the same time. 


Ce On the basis of pre-war German experience with Soviet missions in 
Berlin and on the basis of the experiences of other western security services 
with Soviet missions operating in their capitol cities it was clear that, in 
connection with the monitoring of anticipated Soviet activity in the Bonn area, 
it would be difficult in specific cases to differentiate clearly enough between 
machinations of various elemente of the Soviet intelligence services on the one 
hand and the “normal” political-diplomatic and commercial Soviet organs on ~he 
other hand to make possible ea completely logicel and definitive separation be- 
tween the missions of UPHILL and the BV. As the basic premise it was agreed 
that the security/police type de fens itive monitoring of the SE would fall 
-o the BiV while UPHILL, in line with its mission, vould assume responsibility 
for offensive tuveetigative and counter intelligence activities. 


3. It was to be expected (and these expectations were consequently borne 
out) that the SE and the Soviet Trade Mission additionally established in 1958 
(hereafter referred to aa the 8%) would be active in the following areas of 
equal interest to the BV and UPHILL: 


a) The preperation and cerrying out through the use of conspiratorial 
methods of espionage, sabotege, infiltration, confusion, and other illegal opere- 
tions in inner and foref{gn political, military, scientific and technical and 
commercial areas as well ag activities directed toward eastern immigrants living 
within the BRD (here in general lie the responsibilities of the various elements 
of the Soviet secret and intelligence services); 


bd) The overt and covert (according to Soviet terminology: opera - 
t 4 onal) ceoperation with Commnist, pro-Soviet, neutrealist, left-and-rignt- 
radical, intellectual and other groups within the BRD which are interested in 
an intensification of Germen-Soviet contacts and which ellow themselves - 
wittingly or unwittingly - to be used in support of Soviet efforts directed 
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against the constituted government of the Federal Republic. Experience has 
shown that the groupes of persons encompessed here are viewed by the Soviets 
as ea reservoir of political end intelligence a gents and are therefore 
studied carefully end cultivated. (Here the "normal" organs of Seviet diplo- 
macy work closely together with the interested agencies of the secret and 
intelligence services. ) 


,, As might have been anticipated, the practical necessity fer developing 
the besic knowledge needed fer the successful monitoring of this secret activity 
led to a satisfactory type of ceeperation between the INDEX and INDIGO Staffa 
which was established om a case-to-case basis and which wae characterized by 
the exchange of all information developed by beth staffs. 


5. UPHILL staff officer CARGAR, ae Chief of the Staff “Positive Operations 
Against the USSR," took charge of the INDEX Steff eas of 9 January 1956. The 
day-to-day operations of the staff were headed up by the representative of the 
Counterintelligence Greup, beth were in continueus contact with those 


2 
governmental agencies, perticulerly the BfV, which were interested in the Soviet 
Embassy. 


It. 
UJDROWSY, UJTRIM and the INTEX Staff, 1956 - 1959 


1. UOJBROWSY wes no t ea member of the INDEX Staff between January 1956 
and February 1959. Fer thie reason, UJDROWSY wes at first only quite generally 
informed about its establishment, organization end missions. Nevertheless, in 
view of his position as Referent fer Operations Againat the RIS within the 
Counterintelligence Group, he hed, from the beginning, the necessary opportuni - 
ties to monitor relatively clesely the development of this undertaking due to 
the similarity of missions. 


2. UJDROWSY got a cloeer loek at the detailed work of the INDEX Staff 
from July 1956 on when UJDRUM was charged with the job of building « amell 
IRDEX sub-office in the Cologne/Boun area fer carrying out the operations 
which ceme to the attention of the INDEX 8teff. 


3. 7 whe was detailed to Cologne to aseist UJDRUM during the 
sumer end fall of 1956, was eble to make the following personal observations 
during this time: At thet time, WDROWSY regularly contacted UJDRUM during his 
business trips to Cologne. ‘The officiel reason for these meetings remained 
completely unclear; the visite hed, as far es C_ —J could ascertain, a 
purely private, comredely cheracter, although UJDRUM used then to relate to 
UJDROWSY all the details of his own official INDEX activities. He did so, 
according to what he tela C —] in order @hat UJDROWSY, who was a “power - 
ful man within the Beedquarters,” could open the eyes “of the ones up there” 
to the practical difficulties facing UJDRUM with his emell INDEX unit. From 
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the discussions UJDRUM end UJRROWSY hed during duty hours (and ¢ > was 
privy only to these) it could be concluded that the pair regularly met privately 
after duty hours to the extent possible under the circumstances. The official 
UPHILL files indieate that between 30 June and 17 November 1956, WI DROWSY made 


seven duty trips to Bonn end Cologne. © } 4a of the opinion that prac- 
tically all of these tripe efforded an opportunity for the indicated type of 
me«ting between the two Soviet agents. ) could also ascertain that 


UJOROWSY was informed vell end in deteil about the majority of INDEX matters 
brought up by OJDROM. | 

4, UJSDRUM stated ( p 7 of the Protecol) he had betrayed to the RIS “about 
halt” of what he learned offictally between July 1956 and the time of his being 
replaced as Chief of the INDEX Sub-unit in March 1958. If one accepts as cor- 
rect this quite vegue edmiseion, then one may conclude thet with the facts pro- 
vided by UJDRUM, the RIS poesessed broad enough knowledge to levy well-conceived 
questione on UJDROWSY end thus had, through UJDROWSY, the possibility for deter- 
mining the reasoning behind end the background of the individual missions assigned 
UJTRUM by the Munich INTEX Steff to include ultimate objectives toward which he 
was being directed - things which UJDRUM could not report to the RIS. 


S. The combined treasonable activities of OJDRUM and UJDROWSY in the first 
INDEX epoch 1956/1958 may have taken the seme form described by WIDROWSY for 
1951/1952 during his interrogation on 30 November 1961, appearing on pege 71) 
of the interrogation report. At that time (1951/1952), UJDRUOM worked in Munich 
and UJDROWSY was ea member of UIDRUM's supervisory staff in Karleruhe. During 
his business trips to Munich, GJDROWSY contacted OJDRUM, discussed with UJ DRUM 
those cases he (UWIDRUM) was working on or kmew about officially, (cases) which 
UJDROWSY “likewise was able to read in Karlsruhe,” and “informed UWIDRUM of the 
evaluation and plans” of the Karlaruhe Staff. The material assembled in this 
manner - at least UJDROWSY claims - was passed on to the RIS by UWIDRUM. In 
view of UJDRUM's epperently limited ability for written reporting, one probably 
does not err in the assumption thet the written text of the messages transmitted 

to the RIS in 1951/1952 stemmed from UJDROWSY and not UJDRUM. 
en 

6. In this connection, it mast be pointed out that during his period of 
employment with UPHILL, UJDROWSY wes shamelessly curious and recognized as such, 
and thet with disregard for all standing security regulations and through the 
fabrication of alleged or the twisting of actual interrelatianships between his 
operations and the official duties of other departments and areas he was able to 
garner information, the access. to which would normally not heve been granted hin. 
The IWDEX area of operations naturally furnished UJDROWSY a particularly oppor- 
tune point of departure for his technique of conducting operational 
448ecue8 ions since INTEX in the Mrst analysis attempted to monitor 
‘he activity of the RIS, (the same activity) with which UJDROWSY wes also en- 
gaged. What knowledge of INDEX matters UJDROWSY won in thie manner prior to 
February 1959 ean today no longer be reconstructed since the incidents were as 
a rule rather fleeting, must have appeared genuine to the persons with whom the 
diecussions vere held, and because written protocols covering the innumerable 
discussions carried out in this manner were not made. 








oo EET LS. 


"a 


sant 


TF ES FRR SEI ST tn ne ee ee ee - 


~ho Attachment to EGMA-59829 


7. UPHILL staff officer C. _] who beeded~up the Munich INDRX Starr 
and supervised the Cologne sub-effice from January 1956 mtil June 1958, 
continually complained about UJBRONSY's open end concealed prying into INDEX 
matters. 


8. During the interrogation on 4 December 1961, WDROWSY admitted he was 
questioned by the RIS on 31 August 1957 or et an earlier meeting “in what ways 
the intelligence activities against the Soviet Embassy in Rolandseck vere cerried 
out.” He claimed he hed been able to give the RIS “no satisfactory ansver® at 
the time since he “Iimew as good as nothing.” (Protocel, p 91) In a further 
statement on this subject on 12 February 1962, GJDROWSY attempted to create 
the impression that he wes eware of the operational activity of UPHILL against 
the SE and the STM only from February 1959 on. He expletned things with the 
seme slemt to C_ J end C. _/ on 27 April 1962 whereby he stated he 
had “first begun to cencern himself with the INTEX Complex in 1959 or 1960.” 
(p 116, pere 150 of the KDBARK repert) " 


9. In these edmissions aimed at playing down the actual facts, CJDRONSY 
obviously cuitted mention that between July 1956 end March 1958 he learned the 
complete scope of the INTEX operational activities from UJDRUM. By the same 
token, he did not mention that not only in this period but also in the follow- 
ing time spen - until February 1959 (when WDRUM no longer had access to INDEX 
information) - he made considerable attempts to gather and no doubt gathered 
the very information which he needed for the satisfaction of the RIS require- 
ments through cleverly arranged official discussions vithin UPHILL of the type 
outlined in peragraph 6. 


10. In conclusion, 1% cen be said in cheracterizing the vork of the INDEX 
Staff during the first three years of its existence (1956/1959), that during 
this period so-called besis material was gathered almost to exclusion: informea- 
tion about personnel end proceedures with regard to organization, functions, 
connections end methods of operation of beth Seviet installations, (facts) 
which ere eesentiel for these whose mission it is to detect threads of secret 
intelligence activity conspiraterily embedded vithin the broad stream of offi- 
cial end innocuous activity and contacts. During this period, the INMEX Staff 
did net uneover any genuine intelligence contacts by a finctionary of either 
of the Geviet missions which would heave allowed UPHILL to penetrate it using 


several times, see section IV, below). It is, however, UPHILL's opinion that 
mere knowledge of the fact that the work of the INDRX Steff wes, until 1959, 

in @ large sense that of collection and collation which had not yet resulted 

in an operational penetration of an intelligence operation of either of the 
Soviet miseiona, was of great verth to the RIS in that it allowed them to perry 
those security and control measures encountered from the German side end to take 
effective measures of their own. 
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UJ DROWSY As Chief of ; Steff 


1. A foundementel turning-peint ceme on 1] March 1959 when DDROWSY, follovw- 
ing e brief peried of reeding-in, was charged with operational responsibility 
for the INEEX Staff. From this moment mtil the day of his arrest, UJDROWSY hed 
access to: 


a) ALL previously wor end concurrently developed items of information 
of the INDEX and INDIGO Staffs concerning personnel, organization, contacts, and 
illegal and legal sctivities of the SE and the SIM sugmented by colletereal infor- 
mation made available by German agencies end friendly services; 


bd) Offieial entree to all governmental, administrative and police/ 
intelligence agencies of the Federel Republic as well as to non-official organs 
which were interested in the SB end the STM for political, economic, cultural, 
security or other grounds emd viose objectives, plans end decisions he had 
oppertunity to learn end in pert to influence; 


c) Extensive latitude inherent in his mission to decide which observa- 
tional or operational prejects of UPHILL should be seized wpon, cerried out, 


attacked in force er ignored by the THIEX outside assets of UPHILL now subdordi- 
nate to hin. 


2. The systematic expleitation of the chances offered him by the RIS 4 
through the "LEH A" case hed already brought UIDROWSY e close end absolutely | : 
officially beckstopped contect with the UPHILL Political Collection Group. It 
hed also efferded him the - from case to case well grounded - entree to the 
Sicherungs-Gruppe ef the BEA, to the BV and to the security personnel within 
the Poreign Office, the Pedereal Chancellors Office and the Federal Press and 
Information Office as well as te the appropriate agencies of the US intelligence 
services. It is alse obvious that the INDEX area of operations newly assigned 
UJ DROWSY must heve contributed to e considerable degree toward reactiveting 
previously established official contacts through new, highly interesting topics 
of discussion end towerd winming for him nev contacts vithin and vithout the 
Federal Government of Germeny which were of the highest worth to his actual 
employer, the RIS. 


3. The cited admiseion by GJDROWSY on 4 December 1961 (pp 90 
and 91 of the Protecel) makes cleer that the FTIS was continuously 
interested in the "Bonn relationships,” and relied perticularly on him to be 
informed about the “questien ef the cooperetion between UPHILL, the ASBW and 
the BV,” and of the “cooperation of the various agencies (intended were: the 
Poreign Office, the Federel Chancellors Office, etc.) with the BfY end UPHILL,” 
end to receive repertse coneerning “ways in which the intelligence activities 
against the Soviet Embassy in Rolenseck vould be carried out.” 
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4. The RIS thirst for information expressed here naturally did not come 
from abstract ettempts to win theoretical kmowledge about the bureaucratic 
divisions of responsibility in Bonn. As UJDROWBY himself states, the ques- 
tions the RIS repoetedty levied upon him have a deeper meaning which is 
obviously the operational plan to use its well-placed pair 
of agents, UJDRUM end UJDROWSY, for, emong other things, the proection of 
the illegal activities of the Soviet Bmbassy in Rolandseck and, later, the 
Soviet Trede Miseton in Cologme. In this respect, the alleged information 
passed to the RIS by WDRGISY is simply as unbelievable as the alleged naively- 
phrased questions of “Alfred's” about organizational truisms. 


5. The RISB knew that through the “LENA®* case and through (his) 
handling of security cases with other Federel agencies, that the agent UJDROWSY, 
bhimsedf, vas involved in the “cooperetion between the various agencies.” 
Toe RIS Knew that WORGISY hed much greater insight than ODRUM into the 
"intelligence activities against the SE,” and the RIS knew that from i 
March 1959 on UJDROWBY as UPHILL's INDEX case officer personally took consider-~ 
able part in this werk, If, then, before March 1, 1959 the RIS directed 
questions to WHRGIBY which even distantly resembled those outlined in para- 
graph 3, above, these questions could have been asked only for a concrete reason 
with regard toa specific cane. By claiming that he first gained 
access to INDEX matters from Pebruary 1959 on, UWDROWSY could have successfully 
avoided to that point even being asked about specifics. 


6. If the RIS posed to WDROWSY questions about “Bonn reletionships” end 
the organization of the effort against the Soviet Embassy after 1 March 1959, 
it could have been even more certain than before that UWDROWSY was in the posi- 
tion to and prepared to either ansver euch questions immediately from his own 
knowledge or, thanks to his officiel entree to the Bonn agency in question, to 
make speedily the necessary inguires and to report. 


IV. 
The TSCHEV ases | 


1. As perticularly characteristic of the type of operations for which the 
RIS expected to use UJDROWSY in bis new cepacity as INDEX Chief, the successfully 
executed rescue operation invelving the RIS case officer gta ig who opera- 
ted in the BRD until 2] Pebroary 1961, might be cited. One éénceit in 
this instance for his reluctant confession of having arranged a rather nice) 
success for the RIS: Be hed, es UWDRUM stated on p 6 of the rrotocol, asked 
‘LIDRUM sometime during 1961 to query the so-called “Alfred” if everything worked 
out and KYIRPYTSCHEV got out all right,” e question which “Alfred” answered UJ - 
DRUM in the affirmitive. In view of this clearly incriminating consequence of 
nis om professionel error, WDRGIBY sew himself forced, on 1 February 1962, to 


» 


retract first, the false version of the KIRPITSCHEV affair given in considerable 














engaged in preven intelligemes activities end that executive action was planned. 
USDROWSY y left mensvered the RIS officer's questions about details, | 
perticularily regarfiing the source ef the BfV informeticn. 


S. ‘The RIG then cobed UBROWSY whether 1t would endeager him if the Soviets 





“Im the KIRPITOCHEV matter, executive ection planned. Measures 
ae Giscussed pessible.” — 
5S. Without dewbt - te enlarge upon UJDRGWSY's clouded end misleading 


aceeunt - be reparted te the RIS what he knew about the date planned for 
KIRPITOCERY’s arrest in thie or a subsequent meseage. At the 16 February 


Te ee eG De YOR See te 
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meeting mentioned above, UWRRONSY learned that a formal interrogation of "Kritik” 
would be held in Munfeh om 2] February by representatives of the SG of the BKA 
for the purpose of prepering the legal besis for the subsequent move planned 
against KIRPITSCHEY in Neaburg. Whether WDROUSY aleo learned at the seme tine 
that the ection would teke plece on 23 February cannot be ascerteined from the 
memorandum for the files prepared by bim concerning this meeting. In eny cose, 
with the date 2] February, the RIS hed a “terminus ed quem": they imev thet 
until et least this time, they could still successfully snatch KIRPITSCHEY out 
of the arme of the German police. 


6. The exfiltration of KIRPTTSCHEY engineered by UJDROWSY, as far as can 
ve reconstructed from UPETII files, toek the form that KIRPITSCHEV left Hemburg 
the afternoon of 21 February, spent the night of 21/22 Feb in the Hotel 
“Gretenhof” in the immediate vicinity of the SE in Rolandseck (the possibility 
cannet be excluded that this overmighting was fabricated) and - by which means 
cannot be determined - arrived in East Berlin by early morning om 22 February. 


7. Tats eperation was preceeded, accompanied end followed by a rash of 
false information deliberately epreed by the RIS with the now cleer purpose of 
indirectly shielding frem pesetble suspicion UJDROWSY, the very person vho pre- 
vented KIRPITSCESV'e arrest. It vould exceed the scope of this presentation if 
the details of theee clever MIS efferts whieh were blended into other cases vere 
ennumerated here. Iselated incidents should suffice: 


a) Threugh a deception type telephone conversation (UJDROWSY betrayed 
to the RIS thet OPEILL tapped the telephone lines of the Soviet Missions, see 
p 307 of the Protecel), the RIS cemvinced the German agencies as late as the 
afternoon of 21 Pebruary that KIRPITSCHEY weuld return to Hamburg by the evening 
of 23 February from a trip upon which he was ebout to depart. UPHILL passed 
this report to the BfV. 


b>) The statement which KIRPITSCHRV's vife made in Hamburg 25 February 
to the effect thet her busbend wes “severely i111 in Berlin,” vas “confirmed” by 
a telephone call from the SE in Bast Berlin to the 8TH in Cologne on 16 March, 
and UJDRONSY immediately paseed te the BV this “confirmation” vhich be got via 


c) On 27 February, the employees of the Soviet Hamburg office (among 
whom was en UPEELL souree - pi betrayed te the RIS by UDROWSY) were 
notified effictally that : ) been stricken by en inflamed eppendix”, 
“was confined to a Berlina eal,° ete. USDRONSY aleo paseed this report to 
the BfV in ea reutine manner, although fer some. reason not until 13 March. 


a) On 3 March, KIRPITSCHEV’s wife, traveling via Rolandseck to join 
her husbend in Fast Berlin, stated in euch a manner that it would be overheard 
by the UPHILL eource mentioned in sub-paragraph ¢, that she had been under 
surveillance in Hembarg by an unknown person whom she had also spotted pre- 
viously oveerving her house. UWJDROWSY aleo pessed this RIS fashioned bit of 
deception infermation to the BfV on 13 March. 
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-@) Om 8 May 1961, the BfY ININGO Refereat passed to UJDROWSY, himeelf, 
the last report te came to WHELL's attention regarding the KIS efforts to shield 
their egent UJDROWSY; nemely the RIS, using conspiratorial means, hed notified 
"Kritic” by letter that KIRPISBCHEV fled the Federal Republic for security reasons 
since he hed been under surveillance during his last meeting with "Kritic." 


8. To the outsider, 1t might seem s construction after the fact if the - 
above in paregreph 7, 0) threugh c) - telephonic utterances of Soviet function- 
aries are now presented es RIS efforts to protect their agent UWDROWSY indirectly 
from any suspicions pefating steward him. However, in this connection, a statement 
should be pointed out which wes made by one of WIDROWSY's one-time prison mates 
in Kbblens, one Otte MERBRANN (see p 6 of the report of his interrogation into 
‘his relationships with UWIEROWSY): "It... occurs to me ... that WDROWSY once 
told me that the Ruseiem eecret service knev thet the telephone lines of the 
Mission end the Eubessy in the Federal Republic were tapped end that the Soviet 
service therefore purposely passed on false information. UJDRONSY told me that.“ 


9. Por understenfable reaseus, WEROVSY hed no comment on any of the inci - 
dents cutlined im paregrephs 5 te &, shove, even in his revised version of the 
KI RPT TOCESV operation. Be eencinéed hie recounting of the events “after careful 
consideration” with the aseertion that he had given the RIS “no tip concerning 
the BfV agent,” sinee he (this lay within the framevork of his interrogatee 
tactics fellowed in other inatemees) “414 not wish to betray the source” and 
“also did met wish te endanger myself." Rovever, oe anne See 
a a ak ane ene ee ee | 





ef om emigre residing in West Germany. 
10. The KIRPIYOCEW ence indicates with enple clarity: 


a) That USIROUNBY wee prepared or could be forced by his case officer to 
take upon himself considereble persomal risk in order to serve the goels of the 
RTS and to frustrate the efforte of the German euthorities; 


db) Theat USDROUSY hed ne scruples about sacrificing the interests of the 
Federal Republic in a cese witeh he - ascuming as credible his innumerable pro- 
testations in this regard - ebeelutely could not have been forced to betray to 
the RIS because he would have later bed the possibility - in the face of a success-~ 
ful arrest of KIRPITBCHEV - to tell his (RIS) case officer that the BfV hed not 
informed him of their 4ntentiens (exactly what he claimed to heve dome in the 
ERTPOLZEV case outlined in following peragraphs) ; 
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c) That OSDROWSY must have betrayed to the ATS so meny fimdamentals 

and so many details of the INDEX complex that it was possible for the Soviet 

agencies to take the defensive measures described in paragraph 13, above, (sic) 


(probably paragraph 7, abewe), in a form that, as the outcome proved, accomplished 
the desired result. 


li. A second, similar effair took a completely different tack. In course 
of the routine exchenge of information between the INDIGO and INTEX Staffs, 
UJDROWSY leerned on 8 May 1961] in Cologne, as can be determined from a mamoran- 
dum for the record dated 16 May 1961 found in his official files, that the Bfv 
had obtained conelnusive evidence of intelligence activities on the part of the 
engineer V. A. PRIPOLZERV, a member of the USSR TH in Colome, and held it wuder 
contrel in the form of eae counter espionage case with the goal of initiating 
action by the execative authorities against PRIPOLZEV at the appropriate time. 
During the course of a further discuseion at the BV, regarding which UIDROWSY 
prepered a memorandum on 17 July, he learned that PRIPOLZEV was active as the 
RIS case officer in three cases monitored by the BfV, and that it was assumed 
in Cologne that be was ean officer of the military intelligence service of the 
USSR, the GRU. 


i2. UJEROWSY's admission on p 139 of the Protecol that he had "mowledge 
of the plenned measures for a long period of time prior to PRIPOLZEV's arrest" 
which was subsequently, in fact, actually carried out on 25 August 1961, agrees 
with the facts of the case. From number 9 of the list of EBI's which the RIS 
handed UJDROWSY in Vienne in September 1961, and which was siezed at the time 
of his errest on 6 November 1961, (the pessage is repeated on p 136 of the 
Protocol) it is indicated that the RIS wanted to mov, “why were, for exemple, 
the preparations for the arrest of PRIPOLZEY not reported!" Concerning thie 
question, also posed him orally, USDROWSY claims he was able to convince the 
so-called “Alfred” “only with effort” that he had no prior mowledge about the 
PRIPOLZEV matter. (p 139) Also, after UWIDROWSY corrected on 1 February 1962 
his false version of his role in saving KIRPITSCHEV to one somewhat more 


velieveable, he etill continued to maintein - covered by the written “reprimand” 
of the RIS - he had not 


the imainent errest of PRIPOLZEY to the Soviets. 
(p 275, repeated om p 336 and p 369 of the Protocol.) 


13. Seeing that the arrest of PRIPOLZEV wes successful in contrast to 
that of KIRPITSCHEV, one dould accept the cited statements of UJDROWSY's and 
view them as cenfirmed (by the) facts. In this regard, one might conclude 
that UJDROWSY was efratd te go through egain, ae early as August, es risk simi- 
ler to that he teok in Pebruary end Merch. However, there is at least one 
indication that UJIROWSY ceuldé also have been just as ready in this instance 
to work for the RIS to the detriment of the Federal Republic. Nemely, on 24 
August 1961, UPHILL etaffer DORLLNER, responsible for counter espionage matters 
within the UPHILL governmental liaison office in Bonn, telephoned Munich and 
requested the dispatch ef a linguist who should support the officers of the 
Sicherungs Gruppe at the arrest of PRIPOLZEV scheduled for 26 August. [In this 
menner, UJDROWSY learned on 2h August the date for the executive action, {a .- 
date) which had been cerefully kept secret by the BfV and the 5G prior to that 
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time. UJDROWSY wes “quite indignant" about the conduct of the BV with regard 
to himself (according te a memorandum made by DORLIAER at that time with regard 
to the telephone conversation) end declared: “Why don't they tell us something 
as important as that? And then vith such short notice!" He compleined to 
DORLLAER thet the BfV hed told him with regard to PRIPOLZEV, “We are avare of 
4t but we intend no action for the present.” In this situation, it mst be 
viewed as completely possible that UJDROWSY hed the desire but not the oppor- 


tunity to warn the RIS, particularly since PRIPOLZEV's actual arrest took place 
on 25 August. 





1. The statements UJBROWSY mode on the eubject of the intercept coverage 
of the telephones of the Soviet Bebassy end the USSR Trade Mission are scattered 
over pages 298 te"307 of the Protocol. ‘They are characterised by an enormous 
leck of clarity end apparently directed teward possibly removing altogether or 
at least reducing considerably the treasonable character of what he “discussed” 
with the RIS in thie connection. “Simmerising” hie deposition (p 307), OJDROWSY 
claimed that be hed simply "confirmed" to the so-called “Alfred” that 
such intercept ceverage existed om both Soviet miseions and had “explained” to 


him thet they served the purpose of "determining the extent of the contacts to 
Germen end commereiel firms." (p 307) 


2. According to UTROWSY's recollection, the RIS interest in this complex, 
which was neither large nor even difficult to satisfy, arose only once - 
which was. first (seid te be) “the end of 1959," (pp 304, 306) then later “either 
on 5 September 1959 in Vienne or on 13 December 1959 in West Berlin.” (p 307) 
According to W DROWSY, the se-called “Alfred” vas himself aware of the “legal 


| question” involved in thie mneenstitutional vielation of the right of telephonic 


privacy and even characterised this as "completely expected.” He was simply 
interested in the fellewing twe pointe: 

a) The objective of these intercepts vhich UJDROWSY described es 
harmless end, in perticular, net targeted against Soviet citizens (something 
the so-called "Alfreé® allegedly found hard to believe. ) 


b) The adfresees of both listening posts where the necessery techni - 
cal equipment hed been set up (to which UBROWSY made no “precise 


allegedly 
reply,” explaining that the intercepts were carried out “conspiratorily.")(p 305) 


3. Following thie allegedly one-end-only discussion with the RIS on the 
subject of the iatercepte, “their interest was satisfied and no further discussions 
ensued subsequently.” 
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et eacunption can be justifiably evaluated as other 
then treasen, ca) deus Gok cia eds eerie fe et, Thet even 


the mere confirmation ef such en assumption can heve enormous and not strictly 
intelligence remifieations is shown in the single exemple of the RIB o per a- 
tienel expleitetion ef the tapped telephones touched upon in Section IV, 
saben through GJHROWSY, the RIS possessed certain mowledge that the 
spreading of misleeding tufermation with the help of telephone conversations 
vas on ideal methed of hinéering the attenpts regs Weet German eaeutheri ties 


x mi TS must be waderscored thet this dese net remaia the only case 
im watch (iin KES through the 


Tne FRUENDSEERG Pile which brought together that analogous material 
pertaining te the einiler operetion egeinet the frede Mission in Cologne. In 
contrast to the RARPUNE File, Wateh fer ell tntente end purpeses wes closed, this 
Latter file, watch es ef Mareh 1959 was not yet closed since the FRUNISERG pre- 
peretions were net yet cemplete, was eentinued by UJDRGNSY and finally brought 
to clese only om 30 Septinber 1959 through the initiation of the interceyt coverage. 


6. It 1p self-evident thet the contents of both these files entrusted to 
the Soviet agent UJDRONSY must have been of eminent interest te the AIS: 


ae) Their operational - iste. teen es - 
offietal value must be charecterited as unusually greet for a service 
which, ecoording to UFDROWSY's own admission (pp 90, 91) hed a “perticuler 
interest” ia the cooperation of the West Germen and allied intelligence services 
with Federal agencies end (an interest) in the intelligence activities directed 
against the USGR installations within the BRD: bere is laid bare in concrete 
decumentery form the mecheniem which UPETLL used to realise its objectives in 
an area (of operations) in which it was involved - in considerable pert upon the 
atrect orders of the Federel Goverament - in secret cooperation with high govern- 
mental officials, govermental agencies and with allied sneer eee services. 
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b) In addition, end in ewen greater mass, a political - 
Propagandistic vombshell lies buried in the tnformation contained 
in the files, (materiel) which must be viewed as perticularly vell suited for 
use in “exposé” cempeigne egeinst the Pederal Government end UPHILL. That 
particularly this type of action, so characteristic of the RIS, is in no way 
unknown to UJDROWSY was admitted by UIDROWSY himself - if only unwillingly and 
after edmonition - in connection with the ARSKEWER affair in which he (p 151, 


paragraph 230 of the KUBARK report) finally came around to stating that he bad 
been "pulled into” the “exposed action." 


7. UJDROWSY hes, until now, made no statement - since he has not yet been 
expressly interrogated in this regard - concerning whether be photographed for 
the RIS all or portions of the contents of the HARPUNE and/or FRUNDBERG Files 
or whether he betmayed them totally or pertially word-for-vord or in summary 
fashion through verbal, written or tape recorded reports to his case officer. 
Since his proveble betrayal of the status of the affairs cannot be proven, it 
is to be expected that he will deny (betrayal). 


8. In comnection with the above, it is necessary to go into the content 
of the clandestine letter © — found in two copies on the persons of 
UJDROWSY's cell mates, Otto BERIQUANN end Josef KAUFMANN on 22 May 1962 end 
turned over to the investigative authorities. In this remarkable document, 
UJDROWSY set forth in condensed form that very information concerning the 
intercept coverage of the USSR missions in Cermany vhich he allegedly did not 
betray to the AIS and whieh from the political-propegandistic standpoint is 
decisive. There is ne eddressee, but it appears from the statements of HERR- 
MANN and KAUFMANN that the two documents - each identical - were to have been 
sent to UJDROWSY's wife, whereby it is fully unclear et present what Frau 
UJDROWSY was suppesed to have dome with them to fulfill USDROWSY's wishes in 
the matter. The future ceurse ef the investigation will indicate whether it 


is possible to satisfacterily determine UJDROWSY's motive and the eim pursued 
by him in this setica. 


9. In our opinion it is eoneceivadle that UWDROWSY prepared 
the document for the sole purpese of influencing the investigative authorities 
by leading them towerd e eort of pseudo-proof that he had up to that time given 
a “truthful” account ef his betrayal of the telephone coverage and thet only 
from his prison cell hed he undertaken to betray to the eastern services the 


document's detaile. Ee may heave - as judged from hie perspective - considered 
that he probably achieved the following odjectives, namely 


a) One of his fellow prisoners would turn the message over to the 
| investigative euthorities es anticipated, or 


b) Hie wife vould hand it over to the pre-trial judge or an UPHILL 
representative. 
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10. At the seme time, WDRONSY could have been taking peins to create the 
impression with the investigative authorities - since the original of the type - 
written document is misetig - that this first cepy - by whatever method - was 
euceesefully sunggied out Of the prisen ead peesibly delivered to the Soviet 
Rubessy, © recipient, it met be pointed out, closely involved with the contents 
of the document ond (en eotaklishuent) witeh UDROWSY once mentioned in a conver - 
sation with RERRMAEN (see his interrogation of 24 May 1962, p - The motive in 
this cease could bes s 


a) The bepe of bettering bis position by the involvement of. the Bundes 
Chenceller and the State Beeretery, thus restricting the course of the investiga- 
tion, oF 


b) A simple feeling ef hatred and revenge. 


Finally, itis coapeivabile that UWDROWSY could have actually 
been eucceseful in delivering ebeve mentioned - end to our movledge not yet | 
located - original copy ef the document into the hands af a person vith the means i 
to pass it om to the RIB either directly or indirectly. In this way, the inform- |. 
tion contained within the decument would be to a certain extent released 4 
to them, thet ie to say, the use of that information in en expose campaign directed =| 
ee ee eee ee ee eee CneenIe* having Ye feer 6 : 
consequent endangering of WHRGISY's posi téen. 


l2. In beth closing paragraphs of the documents, WEROWSY attempted, as he 
alse did en p 30% of the criminal police interrogation by the way, to create the 
impression thet he hed hed inner doubt ("headaches") about the travesty on the 
poestel secrecy regulations caused by the UPHILL technical operations. It is not . 
cleer whether these scruples crepped up only regarding the listening in ee tele- 


, his jod es INIRX operational chief, UW BROWSY 
wWith es pession ia bota forms of teebmical operations in close coopera- 
with the AZZ. wg lary toguonypoan nag probe li ell rongcligrarss Soe yprsetgs 
a, en p 290 of the Frewecelr *... T fount (it pl rota pared 
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WIERNSY peinatekingly collected items from publications 

, of trespasees on the privileged secrecy of the Post and 
| presented these to his supertors. It is not true, however, that he pre- 
ted: in way objections to thie perticuler type of UPHILL operation in the 
context that euch operations should be cancelled because of their violation of 
the Constitution or that he declared himself unwilling to participate in such 
operstiens. More nescarataly, he defended thereby the opinion shared by UPHILL 
thet it was necessary to work owt a new legal besis for this substantive question — 
which better pretected the undenigble security interests of the country than the ~~ 
present regniations. In addition, it should be pointed out thet WDRGWSY, if be 
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wes earnestly convinced thet he es a government official had been drawn into 
or forced to perticipete in the carrying out of tllegal and unconstitutional 
undertakings, had at emy time not only the right but also the duty to at 
least state to his euperiors that he coulé not reconcile such undertakings 
with his conscience. 





